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Plaintiffs, pursuant to Fed.R.Civ.P. 65 and Local Rule 7.1, submit this
Memorandum in Support of their Motion for Preliminary Injunction. Plaintiffs are entitled
to such relief because the actions of Defendants in certifying, purchasing, and
implementing a new voting system for Allegheny County for use in the May 16, 2006
primary election violate the Help America Vote Act, 42 U.S.C. 88 15301, et seq.
(“HAVA"); the First, Fifth and Fourteenth Amendments to the United States Constitution;
the Americans with Disabilities Act, 42 U.S.C. 88 12101 et seq. (the “ADA”); and the
Rehabilitation Act, 29 U.S.C. § 794. This case warrants expedited consideration
because of the imminence of the election and the extraordinary threat to basic rights
protected by both federal statutes and the U.S. Constitution. 28 U.S.C. § 1657.

Introduction

Defendants’ rush to discard Allegheny County’'s time-tested lever voting
machines and put new electronic machines — any electronic machines — in the County’s
1,314 polling places before May 16 threatens to rob thousands of County residents of
their right to vote, even assuming Defendants’ best efforts and intentions. This result is
likely because the recently selected electronic voting machines are fundamentally
flawed in their operation and violate federal law; because there is no time to accomplish
the necessary training and education for both voters and election officials; and because
the machines are insecure and threaten the right of every voter to have his vote
recorded as cast.

And these threats are not imagined — Defendants themselves have predicted
them. Defendant Dan Onorato stated on April 5: “If it was up to me, I'd be using the

lever machines. | think this is the biggest waste of federal money I've ever seen.” Exh.
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3. His fellow Board of Elections member, John DeFazio, offered this forecast at a Board
meeting on April 7: “This is not right, this is not fair, and it's going to be a catastrophe.”
Exh. 8. At the same meeting, Mr. DeFazio predicted, referring to the need for training,
“It's impossible to get everyone trained. It's going to be a mess.” Exh. 2.

STATEMENT OF FACTS

A. The Plaintiffs

The individual plaintiffs are a diverse cross-section of Allegheny County
residents, all registered voters, who have long advocated for fair and free elections in
this County, would be adversely affected by the last-minute adoption of the new voting
systems, or both. Plaintiffs Richard McWilliams and Robert Alan Robertson both
suffered severe spinal cord injuries, have quadriplegia, and have extremely limited
manual dexterity that prevents them from using a touch screen device. Plaintiff Celeste
Taylor has long been a civil rights activist in Allegheny County, and since 2000 she has
devoted her efforts to voting rights in particular. Plaintiffs Tim Stevens, Constance
Parker and Wali Jamal Abdullah, as well as Ms. Taylor, are leaders in Pittsburgh’s
African-American community who have fought for voting rights and political
empowerment in a wide variety of situations, most notably in the electoral process. See
Celeste Taylor Decl., Exh. 30, 11 2-8. Plaintiff Richard King has been one of the most
prescient voices before the County Council and Board of Elections concerning election
machines, as he sought to slow the Board’s rush to select new voting systems without
regard to the many risks they pose. See Richard King Decl., Exh. 28, 11 2-4. Plaintiff
People For the American Way (“PFAW”) is a national non-profit public interest

organization with its main office in Washington, D.C., and more than 5,000 members in
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Allegheny County. PFAW was established to promote and protect civil and
constitutional rights, including the fundamental right to vote, and has been a national
leader in efforts to promote the integrity and legitimacy of the electoral process.

B. The Help America Vote Act

In October 2002 Congress passed the Help America Vote Act (“HAVA”), 42
U.S.C. 88 15301, et seq., to ensure that the right to vote in elections for federal office is
not a casualty of election administration problems like those the nation witnessed in
Florida in 2000. Key provisions of HAVA established uniform standards for all voting
systems used in federal elections and encouraged States to purchase new electronic
voting machines using federal funds appropriated for that purpose. HAVA also
authorized the creation of the Election Assistance Commission (the “EAC”) to
administer the Act.

Section 301 of HAVA, 42 U.S.C. § 15481, establishes the minimum requirements
for all voting systems used in federal elections after January 1, 2006. Such systems
must, inter alia:

(@) allow voters to verify, in a private and independent manner, their
votes before their ballots are cast and counted;

(b) provide voters with the opportunity, in a private and independent
manner, to change their ballots or correct any errors before the
ballots are cast;

(c) notify voters who select more than one candidate for a single office
and provide them with the opportunity to correct their ballots before
the ballots are cast and counted,;

(d) produce a permanent paper record with a manual audit capacity;

(e) provide voters with an opportunity to change their ballots or correct
any errors before the permanent paper record is produced; and
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) be accessible for individuals with disabilities in a manner that
provides the same opportunity for access and participation
(including privacy and independence) as for other voters.

HAVA contemplates that states may choose to satisfy the requirements of
Section 301 by moving eventually to new voting technologies. Section 102 of HAVA, 42
U.S.C. 8§ 15302, makes funds available to the States for the replacement of punch card
or lever voting systems with voting systems that comply with Section 301 and are used
no later than the first federal election after January 1, 2006. But HAVA does not require
the use of such new voting systems, and in fact explicitly states that no part of Section
301 should be construed as prohibiting a state from using the same system used in the
November 2000 elections, provided the system meets or is modified to meet HAVA's
requirements.

HAVA requires that voting machines purchased with federal funds be approved
by independent testing authorities (“ITAsS”) that have been accredited by the EAC.
However, because of multiple bureaucratic delays, the EAC has yet to approve a single
ITA based on the independent evaluation procedure established by HAVA. For
example, the EAC Commissioners were not confirmed until December 13, 2003 — a
result of the federal government’s nine-month delay in appointing the Commissioners.
This delay was exacerbated by the federal government’s appropriation of only a fraction
of the funds authorized under HAVA for the EAC to carry out its duties. Additionally, the
EAC only recently approved new federal standards for voting systems to assist the
states in upgrading their voting equipment. These federal standards were issued in

December 2005 — more than three years after the enactment of HAVA. See EAC
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Voluntary Voting System Guidelines 8 (December 13, 2005), available at

http://www.eac.gov/vvsg intro.htm.

Despite the federal government's own failures to meet HAVA-mandated
deadlines, which contributed to the lack of any government-approved testing authorities
to certify voting systems, the Election Assistance Commission has required that all
States, including Pennsylvania, comply with all requirements of Section 301 in their first
federal election in 2006. Exh. 35 (EAC Advisory 2005-004). There have been several
special elections in Allegheny County in 2006 (one as recently as April 12), and the
existing lever machines were used for them; Pennsylvania’s first federal election is the
May 16 primary election.

With respect to Pennsylvania, the federal government — via Defendants Kim and
Gonzales (the “Federal Defendants”)'— has taken an even stronger tack, threatening to
sue the State unless every county shifts to HAVA-compliant voting systems before the
May 16 primary. The Department of Justice has also threatened to seek the return of
$23 million in HAVA funds previously received by Pennsylvania for the purchase of
HAVA-compliant voting machines. Exh. 36. Of this amount, Allegheny County is
eligible for approximately $12 million, provided it purchases machines that are in fact

compliant with HAVA.?

! The “County Defendants” are County Executive Dan Onorato; County Manager James M.

Flynn, Jr.; and the County Board of Elections. The “State Defendants” are Secretary Cortés and Harry
VanSickle, the Commissioner of the Pennsylvania Bureau of Commissions, Elections and Legislation.

2 The federal government’s unyielding stance towards Pennsylvania with respect to HAVA
compliance is a bewildering contrast to its more flexible position regarding the state of New York. On
March 1, 2006, the Department of Justice filed suit in U.S. District Court against the state of New York
election officials, alleging violation of § 301 of HAVA because the state had failed to buy HAVA-compliant
voting systems in advance of that state’s September 12, 2006 primary election, more than six months
away.
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C. Defendant Cortés and the Rush to Buy New Voting Systems

For the last 40 years, Allegheny County has used a lever voting system that
mechanically records the votes cast according to a voter's choice. Election workers in
Allegheny County are familiar with and fully trained on the operation of these existing
voting machines, as are the vast majority of voters in Allegheny County who have used
these voting machines their entire lives. Each lever voting machine employs a “full-
face” ballot system, in which every race, candidate and ballot question is displayed
before the voter on a single large ballot, and voter selections are made from that single
presentation.

The Federal Defendants’ threat of litigation, coupled with the fear of losing
federal funds, has spurred the County and State Defendants into a pell-mell rush to buy
electronic voting systems — any electronic voting system — before the May 16 primary
election. In a purported effort to qualify voting machines for HAVA payments,
Defendant Cortés, in his official capacity as Secretary of the Commonwealth, has
examined and certified several electronic voting systems and publicized a list of

systems which he claims qualify for federal HAVA funding.®

However, just twelve days later on March 13, the Department told the court in that case that it
was willing to work with New York officials to resolve the issue, stating that “the United States does not
expect the impossible. However, we do expect that what the State can reasonably get done before the
2006 federal elections should be done.” Exh. 22.

Here, with only one month left before the Pennsylvania primary election, the Department has
shown no such flexibility. Instead, the Federal Defendants are threatening the State of Pennsylvania and
Allegheny County with litigation and loss of federal funds unless they achieve “the impossible,” i.e.,
implementation of an entirely new voting system, even though the lack of sufficient machines, serious
guestions about security and reliability, wholesale problems with disability access, and the absence of
any meaningful training or voter education mean that there is no reasonable chance of HAVA compliance
in just one month. There is no rational basis for such disparate treatment of two states struggling to
comply with HAVA, especially given the respective deadlines faced by each state.

3 The certifications are available online at:
http://www.hava.state.pa.us/hava/cwp/view.asp?a=1283&0=445840.
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But the standards for certification of voting machines established by
Pennsylvania legislation, 8 1105-A of the Election Code, 25 P.S. § 3031.5, as
implemented by Defendant Cortés, are different from, and less stringent than, the
requirements for voting machines set forth in 8 301 of HAVA. Secretary Cortés has
based his certification of voting machines on compliance with voluntary 2002 voting
system standards issued by the Federal Elections Commission,* but those standards
require less than the express terms of HAVA.> Moreover, state certification of a voting
machine establishes its compliance with State law, but does not permit the use of the
machine in an election for federal office unless it meets the more demanding
requirements of HAVA. See EAC Voluntary Voting System Guidelines at 8 (December
13, 2005) (state certification “must be defined by the state, with its laws, election
practices, and needs in mind”).

Even under these less rigorous standards, by the end of 2005, Defendant Cortés

had only certified five voting systems, with three of those systems receiving only

4 See infra p. 8 (Pennsylvania State HAVA Plan at pp. 34, 37, outlining state’s reliance on

2002 FEC standards).

° Section 222 of HAVA, 42 U.S.C. § 15362, requires the EAC to establish voting system
guidelines and provides that, until such guidelines are issued, the standards last adopted by the Federal
Election Commission prior to HAVA'’s enactment shall serve as the guidelines. The EAC did not issue its
guidelines until December 13, 2005, and they are not effective until 2007. But the EAC has made clear
that a voting machine that meets the 2002 FEC standards does not necessarily comply with the
requirements of § 301 of HAVA, which are more rigorous in many respects.

In EAC Advisory 2005-0004, issued on July 20, 2005, the EAC “identif[ied] the gaps between the
2002 Voting System Standards adopted by the Federal Election Commission (FEC) and the requirements
for voting systems under Section 301(a) of HAVA.” Exh. 35 at 1. The Advisory makes clear that
compliance with the express statutory mandate is required for all federal elections after January 1, 2006,
even where the statute requires more than the 2002 FEC standards.

For example, the FEC standards do not require that machines be accessible to disabled voters in
a manner as required by Section 301. But the EAC Advisory lists a number of examples of Section 301
requirements that exceed the 2002 FEC standards and must nevertheless be satisfied, including the
requirement that voting systems “provide voters with disabilities, including visual disabilities, [and] the
same opportunity for access and participation (including privacy and independence) as for other voters.”
Id.
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qualified, not full, certification. Over the next three months through March 31, 2006, the
Secretary certified six more voting systems. Four of these six systems are certified for
use only if the counties purchasing them follow a variety of “conditions,” many of them
substantial or requiring significant technical expertise. He has also repeatedly urged
counties to purchase electronic voting systems from this list (see Exhs. 33 and 34) and
told them that “[ajny county board of elections that is unable to meet its obligations
under HAVA risks the county’s eligibility to receive the Federal funds.” Exh. 34. See
also Pennsylvania State HAVA Plan at 34, 37 (Sept. 15, 2005)

(http://www.hava.state.pa.us/hava/lib/hava/stateplan/state plan.pdf).

However, many of the voting systems on the Secretary’s “approved” list plainly
violate HAVA because they fail to provide for the required voter verification; they have
unacceptably high error rates; they are not accessible by individuals with disabilities; or
they are deficient in other ways. Notwithstanding this gap between the Pennsylvania
certification and HAVA compliance, with the May 16 deadline quickly approaching, the
Secretary continues to pressure county officials to purchase non-HAVA compliant
machines from his list of certified systems in an attempt to hold on to $23 million in
federal HAVA funds.

D. Allegheny County’s Failure to Secure Voting Rights

Allegheny County is governed by a Chief Executive (Defendant Onorato) and a
County Council of 15 members. The County’s chief administrative officer is Defendant
Flynn; and the County’s elections are supervised by the Defendant Board of Elections.
The Board has three members: Defendant Onorato and two members of the County

Council, Dave Fawcett and John DeFazio.
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Even before the current voting machine fiasco, the Board of Elections and the
election administrators have demonstrated their inability to conduct elections that
comply with HAVA — or protect the most basic voting rights. In the 2004 election, the
County faced a much simpler HAVA mandate: the provisional ballot requirement under
Section 302, 42 U.S.C. 8§ 15482. Under that provision, a voter whose name is not on
the polling place list of registered voters but who declares that he registered and is
eligible to vote for federal office is entitled to cast a provisional ballot, which is evaluated
by election officials after Election Day and counted if the individual was in fact registered
and eligible to vote.

Events leading up to Election Day in 2004 made clear that provisional ballots
would be especially important in Allegheny County. The Board of Elections was badly
understaffed, and when volunteers working as part of a voter verification project reviewed
County registration records for 10,000 voters who had registered to vote, a full 2,000 of
them had not been processed. Exh. 30 1 13-14. Nevertheless, on Election Day the
County provided only 12 provisional ballots to each polling place, and when voters who
had registered but were not on the list of registered voters at their polling places showed
up in large numbers, supplies of provisional ballots were exhausted, sometimes before
noon. Id. at 119. Even when provisional ballots were available, poll workers had not
been trained sufficiently, if at all, in their use, and the resulting confusion affected all
voters by causing lines at the polls as long as several hours. Id. at {1 20-21. Many
voters simply gave up and left without voting, and others were unable to cast the

provisional ballots they were entitled to cast under HAVA.
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As a result, the 2004 election saw large numbers of Allegheny County voters
disenfranchised. The problems were so acute that a judge ordered the County to permit
voters to cast provisional ballots at the City-County Building for 90 minutes after the
polls closed. A database of complaints registered with a toll free hotline maintained by

Common Cause and NBC received more complaints in Allegheny County than in any

other county in the country — even more than far larger counties such as New York and

Los Angeles. Id. at { 16.

For almost two years, the County has known of the need for ample training and
advance planning when implementing the new requirements of HAVA. And it was no
secret that the selection and purchase of electronic voting machines that comply with
HAVA, and the training of poll workers unfamiliar with their use — and in many instances
unfamiliar with computer technology of any kind — would present a far greater challenge
than the use of provisional ballots. Yet 2005 came and went without the County
selecting voting machines, much less beginning to train poll workers in their use. As a
result, the Board of Elections has joined in a mad rush to buy electronic voting systems
before the approaching primary election on May 16, and is doing so without learning the
lessons of 2004.

E. The County’s Last-Minute Search for New Voting Machines

In conducting its search for electronic voting machines to replace the current lever
systems, the Board has focused exclusively on purchasing Direct Recording Electronic
(“DRE”) voting machines. Unlike a lever machine or paper ballots, DREs use purely

electronic means of recording a vote on an internal computer system composed of
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hardware and software. Most DRE systems do not provide a meaningful method for
auditing the votes cast.

As the County began to evaluate DRE systems, the County Council recognized
the likely problems of choosing a new voting system — a system that might last decades,
like the current one — under these rushed conditions. On December 5, 2005, the
Council passed a resolution — signed by Defendant Onorato on December 15 — which
expressed its concern about the schedule for HAVA compliance; “the uncertainty and
difficulties created by” the limited number of machines certified by Defendant Cortés;
and “the delays inherent in the selection, purchasing, shipping, training and
implementation timetables.” King Decl., Exh. 28-D. The resolution requested a delay in
HAVA implementation to avoid the need for rushed adoption of new voting systems by
the May primary election.

1. Plan “A”: The Diebold Machines

Neither the Department of Justice nor the Secretary of the Commonwealth took
any steps to permit such a delay. Accordingly, in early February 2006, the Board,
pursuant to advice from the County’s Department of Administrative Services, decided to
purchase DRE voting systems manufactured by Diebold Voting Systems, Inc.: the TSX
touch-screen voting machine (“Plan A”). The Board continued to pursue Plan A in the
midst of reports of security flaws in the company’s machines, machine malfunctions in
other jurisdictions, allegations of company employees placing uncertified software on
the machines, and the company’s senior executives’ partisan connections. King Decl.,
Exh. 28-E. The Board only abandoned Plan A on February 21, 2006, after the County

Council passed a motion urging the Board to drop its consideration of Diebold machines
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due to public apprehension about the security of Diebold systems and “allegations of
Diebold’s partiality, untruthfulness, and willingness to circumvent both state and federal
election laws, and because of Diebold's refusal to permit free access to its source
code.” King Decl., Exh. 28-F.

2. Plan “B”: The Sequoia Machines

That same day, Defendant Onorato announced his desire for the County to
purchase a DRE manufactured by Sequoia/Smartmatic, the AVC Advantage. One
week later, the Board fell in line with Defendant Onorato and voted to abandon Plan A in
favor of this second choice — the purchase of used AVC Advantage machines (“Plan
B”). The sole reason the Board offered for moving to Plan B was that the AVC
Advantage employed a full-face ballot similar to the lever machines, and would thus
somewhat decrease the risk of voter confusion in the May primary.

However, these voting machines were no better than the Board’s first choice of
machines — Plan A — and were riddled with their own set of problems. The
Sequoia/Smartmatic AVC Advantage machines that the Board decided to purchase
were used machines (having been previously used in elections in Clark County, Nevada
and elsewhere), were as much as a decade old, and used technology that was
approximately 20 years old. King Decl. Exh. 28, §21. Indeed, Clark County was
replacing them with a newer Sequoia/Smartmatic model — also used — that it was buying
from Cook County, Illinois while Cook County purchased new machines from Sequoia.
Furthermore, the AVC Advantage had not yet been certified by the Secretary and was

not HAVA-compliant, a fact that Sequoia/Smartmatic itself acknowledged. Id.
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At the time of the Board’s decision in favor of Plan B, the Sequoia Advantage
machines did not comply with HAVA in numerous respects, including: (a) their inability
to produce a permanent paper record with a manual audit capacity; (b) their lack of
nonvisual accessibility for the blind and visually impaired; and (c) their inaccessibility to
individuals with other disabilities, such as individuals with impaired manual dexterity or
no use of their hands.

As part of the three-way deal to purchase the Sequoia machines described
above, Sequoia/Smartmatic designed modifications which it claimed would bring the
AVC Advantage machines into compliance with HAVA. In reality, even as modified, the
AVC Advantage voting systems — had they functioned at all — still would not have
complied with HAVA in many respects. They were still inaccessible to individuals with
disabilities, and they still did not produce a paper audit trail. And finally, there was a
long history of problems in jurisdictions in which the AVC Advantage had been used,
including excessive “under-vote” rates and insufficient security.

In the end, the fact that the AVC Advantage had not yet been certified proved to
be the undoing of the Board's Plan B. On March 28, 2006, the two-day state
certification test of the Sequoia AVC Advantage voting system began. Defendant
Cortés retained Dr. Michael Shamos, a professor of computer science at Carnegie
Mellon University, to perform the certification tests. On the first day of testing, Dr.
Shamos found what he characterized as a minor flaw or “glitch” in the software.
Although the machine displayed correctly the mock votes Dr. Shamos entered, the data
cartridge used to transport the results to the central location at which all votes are

tabulated was corrupted, and the results could not be accessed. When another
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cartridge was used, it was incompatible with the machine. Dr. Shamos suspended
testing until the next day so that Sequoia/Smartmatic engineers could fix the problem.
King Decl. Exh. 28, 1 26-27.

On March 29, 2006, the second day of testing, Dr. Shamos performed the most
basic security tests and was able to alter voting results using a program that is standard
on every computer that runs Microsoft Windows. This flaw made it a simple matter to
transform a handful of votes into thousands of votes in an instant. He also found that
the system could be easily hacked and votes easily changed. He therefore suspended
the certification process. Sequoia/Smartmatic was given until April 11, 2006 to fix its
problems and return for re-testing. King Decl. Exh. 28, | 27.

By April 5, 2006, it became clear that Defendant Cortés would not be able to
certify the Board's second choice for electronic voting systems, the Sequoia AVC
Advantage, and he so notified Defendant Onorato. Plan B was dead.

3. Plan “C”: The ES&S Machines

That same day, without obtaining the required approval of the rest of the Board of
Elections members, Defendant Onorato announced the County’s third choice for an
electronic voting machine that Defendants hope will qualify them for HAVA funding: the
iVotronic voting machine, manufactured by Election Systems & Software (“ES&S”)
(“Plan C”). Plan C contemplates the purchase of 4,700 iVotronics, or three to four per
polling place. Exh. 3.

At the time of his announcement, an iVotronic voting system had been certified
for use in Pennsylvania, but it was version 9.1.2.0, and it used ES&S’s proprietary

“Unity” election management software, version 3.0. Just two days following this
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announcement, Secretary Cortés issued a supplemental certification for the upgraded
version of the iVotronic voting system — version 9.1.4.1, using Unity software version
3.0.1.0. See Exh. 31. Unlike the Sequoia AVC Advantage (and the lever system in use
for decades), the ES&S iVotronic voting system is not a full-face system. Rather, the
iVotronic is a touch-screen DRE that employs scrolling technology, requiring the voter to
review multiple pages in order to vote for each office and question in a particular
election. Exh. 1.

F. The iVotronic is Certified by Defendant Cortés Although It
Complies With Neither Federal Nor State Law

Once again, the County’s latest choice faced a myriad of legal and practical
problems. For starters, the system as tested by the Secretary on December 22, 2005
failed to comply with state law, let alone HAVA. The Secretary approved the iVotronic
under state law, but only if six separate “Conditions” were met. One of those
“Conditions” listed five separate “options” or settings on the machine that, if used
improperly, would violate state or federal law (in his report, the Secretary described
these as “lllegal Options”). Exh. 1, pp. 8-9. In particular, one setting allows “over-
votes,” in which the voter mistakenly selects more than one candidate for a single office,
thus requiring the vote to be discarded. HAVA plainly requires that the voter be notified
of over-votes so that the voter may correct his ballot, 42 U.S.C. 8§ 15481(a)(1)(A)(iii).
However, unless this setting is properly selected before the machine is placed in
service, Defendant Cortés’ conditional certification concludes that its use will violate
federal law. Exh. 1, p. 8.

This and each of the other five conditions were incorporated into the Secretary’s

amended certification based on a subsequent March 28, 2006 demonstration by ES&S.
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Exh. 31. Not only did ES&S fail to address any of the Secretary’s earlier concerns
outlined in his first certification, but the Secretary found two additional conditions that
every county purchasing the iVotronic must implement to use this system consistent
with Pennsylvania law. First, ES&S must instruct counties to change the default font
size for the write-in option, in order to ensure voters’ ability to verify that their write-in
choice is accurately recorded. Second, if voting goes beyond the set election time (a
highly likely occurrence if Allegheny County implements ES&S systems, due to poll
worker and voter confusion, plus the limited number of machines ES&S promised to
provide), counties must train poll workers to remember not to close the polls each time a
poll worker activates a machine for a voter to cast his or her vote. The Secretary found
that when the set election time passes, the polls can be irrevocably closed with a single
touch of the screen. Exh. 31, p. 5.

The iVotronic voting system also fails to meet the disability access requirements
of HAVA, because it lacks features which allow individuals with certain disabilities to
cast their votes in a private and independent manner. 42 U.S.C. § 15481(a)(3). For
instance, the iVotronic does not have a “sip and puff’ controller feature. Without the “sip
and puff’ controller feature, the machine is inaccessible to individuals who suffer from
disabilities relating to manual dexterity or are unable to use their hands. See infra pp.
46 — 49.

G. Problems with the iVotronic Around the Country

In addition to the deficiencies listed above, problems with the use of the iVotronic
system in other jurisdictions across the nation have been rampant. For example, in

November 2002, ES&S machines failed to count 436 ballots at two Wake County, North
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Carolina polling locations. In November 2004, in Miami-Dade County, Florida, 1116
votes were sent from one precinct to the official county canvass when only 945 voters
had signed in to vote. In both Wake County and Miami-Dade County, ES&S officials
acknowledged that these problems were caused by machine malfunctions. Exhs. 37,
38.

One of the most chilling examples of problems caused by the iVotronic was the
2002 primary election in Miami-Dade County. The following was confirmed by an
investigation conducted by the County’s Inspector General:

€) because of time pressure, machines were not properly tested or set
up, and failed for that reason;

(b) untrained poll workers — harassed by angry voters and growing
lines — could not fix the problems or, in some cases, operate even
properly functioning machines;

(c) thousands of voters gave up and left, many others questioned
whether their vote had registered on the machines, and voters and
poll workers alike were left in tears;

(d)  the day resulted in headlines around the country to the effect that
Florida still had not fixed its election problems; and

(e) an internal review of election results conducted in May 2003, found
the ES&S iVotronic electronic voting system to be unusable for
auditing.

See Exh. 12, Miami-Dade |G Report.

Also in November 2004, there were multiple reports of problems with the use of
the ES&S iVotronic system in Mahoning County, Ohio. Exhs. 39a, 39b. These
problems included many voters’ experience of “vote hopping” — where a voter selects

his or her preference on the touch screen, but another candidate is registered as

receiving that individual’s vote, and calibration issues which caused a number of votes
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to be incorrectly counted for one candidate and garbled numbers at central counting
locations. Recently, in the fall of 2005, evidence that the “vote hopping” problem still
existed was caught on videotape during testing of the iVotronic machines by the office
of the California Secretary of State. Exh. 40. Also in the fall of 2005, a problem similar
to the one experienced in the November 2004 elections in Miami-Dade County,
occurred in Kershaw, South Carolina. In Kershaw, the iVotronic voting system recorded
3,209 votes when there were only 768 voters. Exh. 41.

With respect to security, a test commissioned by Ohio Secretary of State J.
Kenneth Blackwell found that passwords for ES&S electronic voting systems are “hard
coded” into the machines. See Exh. 27. As a result, every iVotronic machine could be
accessed by using one of two different passwords. This same Ohio test also found that
data transferred to and from the iVotronic machines were not encrypted, making them
easily susceptible to hacking by both insiders and outsiders. Furthermore, this test
found that the iVotronic system had a feature which allows poll workers to add to or
replace vote totals.

H. Plan “D,” Plan “E,” .. ..

After Allegheny County chose the iVotronic voting system, another problem
quickly reared its head: the manufacturer admitted that it would be unable to supply
Allegheny County with enough machines to handle the County’s 877,000-plus voters in

1,314 polling places. Although the County contracted to buy 4,700 machines, ES&S

committed only to delivering one machine per precinct before the May primary. Exh. 3.
Each machine can only handle 300 voters per election; under Plan C, the County would

receive barely more than a quarter of the 4,700 machines it has decided it needs.
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Belatedly realizing that the reduced number and limited capacity of the iVotronic
voting system meant that Plan C was also doomed to failure, the County announced a
new plan on April 7 (“Plan D”). This plan is to use a combination of two voting systems,
the single iVotronic machine per precinct which ES&S claimed — as of April 7 — it could
deliver, combined with an entirely different system, an optical scan system — the M650 —
also manufactured by ES&S. Exh. 3. The optical scan system requires the use of
paper ballots, which voters mark to cast their votes and which are later read (not at the
polling place but at a separate, central scanning location outside the view of voters) by
one of the ES&S scanning devices.

Plan D left many problems unresolved. Neither of its two systems, for example,
was accessible to individuals with manual dexterity disabilities. This problem led to
Defendants’ latest and most desperate plan, announced on April 12, a day after
Plaintiffs’ counsel informed the County Defendants that this lawsuit would be filed. The
April 12 plan (“Plan E”) alters Plan D based on a new commitment from ES&S to
provide two iVotronic machines per precinct and two “upgrades” — equipping one
machine per precinct with “sip and puff’ technology and equipping all machines with
voter-verified paper audit trail technology. See Exh. 16.

Although these upgrades - if they are real — may at some unknown time bring
the iVotronic system closer (but not all the way) to compliance with HAVA, as of today
these two technologies cannot be used in Allegheny County, as the County Defendants
have admitted. According to Defendant Onorato’s April 12 press release, voter-verified
paper audit trail technology will only be implemented on the machines “when it is

approved by the Pennsylvania General Assembly and certified by the Department of
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State,” and the “sip and puff” upgrade will allow “voters in Allegheny County . . . to vote
without assistance,” only “[a]s soon as the Commonwealth certifies the technology.”
Exh. 16.

And the County has still failed to address numerous other problems with the
iVotronic machine. These include the multiple problems identified by Dr. Shamos
(acting for Defendant Cortés) in his certification of the iVotronic, such as:

e The “lllegal Options” contained in ES&S’s Unity software;

e The fact that the machine can allow “over-votes” without notifying the
voter and giving him an opportunity to correct, which HAVA prohibits;

e The fact that the machine may allow “under-votes” without alerting the
voter;®

e The vulnerability of the machine’s flash memory to tampering; and

Password vulnerability.
Nor would Plan E do anything to address the wide variety of problems observed
in iVotronic machines across the country, such as:
e The failure to count votes cast;

e Reporting more votes cast than the number of voters who had shown
up;

e “Vote hopping”; and
e The lack of security in transferring data to and from the iVotronic.

l. The Missing Link: Education and Training
for Voters and Election Workers

Because of their focus on the federal HAVA funds, the County Defendants have

addressed only the question of acquiring new hardware and software before the May

6 An under-vote occurs when the voter mistakenly votes for fewer candidates or races than

are on the ballot.
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election. This has resulted in Plan D, announced April 7, and Plan E, announced April
12. But until Defendants actually picked the voting system to be used on May 16, by
necessity they could neither train their election officials and poll workers on the new
machines, nor educate voters about how to use them.

As a result, Allegheny County’s poll workers and election officials have so far
received minimal, if any, training from ES&S on the iVotronic or the M650 optical scan
voting systems. Because of this lack of training, on Election Day May 16, 2006, precinct
workers and election officials will have to cope with two different voting systems, both
new to them and each using technology entirely different from the other.

Indeed, Defendants’ representatives in February 2006 admitted under oath, in

another voting machine case then before the Commonwealth Court of Pennsylvania,

Kuznik v. Westmoreland County Board of Commissioners (Case No. 18 M.D. 2006),
that training election workers on a new DRE system will be difficult, to put it mildly.
Mark Wolosik, the Allegheny County Elections Division Manager and the person
responsible for overseeing the election process in the County, testified even before the
County made its selection that training election workers on a new DRE voting system
would pose a daunting challenge:
Q: And as part of the preparation for that new [DRE]
system, | presume you have to build, build the same
type of infrastructure that you currently have for lever
voting machines: Skilled personnel, et cetera, et cetera,
training?
A: Right. And it's even more of a challenge because it will

be new for all of us. So there’s a learn — all of us will
have a brand new learning curve for the system.
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Q: And the people that you currently employ | presume
aren’t currently trained to do the work that would be
needed on these machines?

A: That's right. Me included. That's right.

Exh. 14 at 88.

Nor have the voters of Allegheny County been educated in the use of either new
voting device. In fact, the schedule for voter education will not even be announced until
Wednesday, April 19. Exh. 16. Voters will be confronted with a radically different voting
system — an electronic system which does not use a full-face ballot as they have used
for the last 40 years — without any genuine opportunity for education in its use.’

In the Kuznik case, Defendants’ representatives testified that use of two different
voting technologies would be both confusing and impractical for election officials and
poll workers because of the need for comprehensive training on both systems. There,
the question was whether election officials were required to use two different voting
systems on Election Day, one to comply with state law and another to comply with
federal law. William Boehm, Director of the Office of Policy for Defendant Secretary,
testified about the problems with using two different systems on Election Day:

Q: Now, again . . . did the Department of State consider

using two different systems simultaneously . . . during
the same election?

! On April 11, 2006 (35 days before the election), Defendant Cortés announced a new

public information effort to educate the public about the new electronic voting machines. Exh. 15.
However, this effort is nothing more than a Web site where visitors must register (with a government
office, no less) to participate. Http://www.votingbooth.state.pa.us. The site visitors who make it though
the annoying registration process get a cartoonish presentation about voting for favorite movies, but no
instructions on how to use the iVotronic voting machine, what the different input buttons mean, or how
individuals with disabilities might access the system. There is also nothing on this Web site about the
“back up” optical scanners Allegheny County is planning to use. There is — as of this filing — no outreach,
no program of public demonstrations, and no education campaign similar in any respect to that
successfully undertaken by Philadelphia officials (see pp. 27-28, infra).
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A: We never — no, we never considered the prospect of
using two distinct systems at a given election. That's
something that would have been incomprehensible to us
as election administrators. The Election Code is drafted
in such a way that it talks about uniformity and an
integrated system. It does not address the possibility of
two — voters using two distinct systems on the same
election day.

Q: Now, why did you determine that this type of a setup
[i.e., using two voting systems] would also, quote,
perpetuate a system that is less reliable in the conduct
of an accurate and verifiable recount?

A: The thought there was that the election, the — since the
Election Code is so specific in terms of the procedures
that have to be in place, and then that relates to what
documents have to be prepared before the election day,
throughout the course of voting, and the procedures
following the close of the polls, that election officials
would have to use two different systems. And the
opportunity for error would, would increase.

* * *

Q: Would there be any problems associated with
conducting elections in this manner?

A: Yeah. There would be the same types of voter
confusion, and election — or confusion among the
election officers because of the fact that the — well, the
Election Code simply doesn’t even discuss the
possibility of using two separate systems on election
day.

Exh. 14 at 29-31 (emphasis added). This testimony was corroborated by two other local
voting officials, including Allegheny County Elections Division Manager Wolosik, who
testified:

In addition to getting it all ready, the cost involved in

printing separate, sample ballots for both systems,
training the election officers on election day to be able
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to manage both systems — a brand new election
officer will have to be trained on both systems
because they've never used either of them.
Tabulation is going to be different, and they’ll have to
be tabulated separately. You'd have voter confusion
on election day.

Exh. 14 at 90 (emphasis added).

The early returns on Defendants’ training program are not promising. According
to published reports, a key part of the training will consist of moving the County’s
property tax assessor — Mr. Steven Pilarski — to the Board of Elections to direct the
program. “I'll be moving from the smoldering ashes of assessments to the blazing
flame of elections,’ [Mr. Pilarski] said . . . in his final appearance before the assessment

appeals board.” Exh. 32.

J. In March, Cook County Tried — And Failed — To Do
What Allegheny County Hopes To Do Next Month

Just last month, Cook County, lllinois tried a two-tiered voting system like that
planned by Allegheny County, i.e., a new DRE voting machine combined with back-up
optical scanners, for its March 21 primary election. Before the election, county officials
were concerned that they had only received four months of training, four times the
maximum possible training available for Allegheny County officials. Exh. 13a.
Notwithstanding these four months of training, “[tjhe administration of this election was a
train wreck,” according to one Cook County commissioner. Another Cook County
commissioner said, “For $52 million, | expect better results here than in Baghdad.” Exh.
13b. The problems Cook County encountered from using two new, untested systems
were numerous and predictable:

e Officials were unfamiliar with the new technology for either voting system or
were uninformed on the options on the new machines (Exh. 13b);
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e Audio equipment for blind voters was not installed or did not work properly
(Exh. 13c);

e Voters were turned away because there were not enough ballots to feed into
the optical scanners (Exh. 13c);

e Thousands of votes in more than 500 precincts went uncounted (Exh. 13c);

e In one precinct, only Republican ballots registered on the optical scanners
(Exh. 13c);

e Election officials were unable to merge the results of the two systems and
transmit results to election headquarters (Exh. 13d); and

e Tabulation of the votes was delayed for a week. (Exh. 13d)

The election system manufacturer (Sequoia) conceded that the problems in Cook
County arose because “implementing two distinctly different technologies” was “a major
undertaking.” Exh. 13b. Even with four months of training, officials admitted that
election judges lacked technical skills to deal with mechanical problems that
“‘overwhelmed them.” Exh. 13d.

In other words, the experience of Cook County less than a month ago completely
confirms the prediction of Elections Division Manager Wolosik that Allegheny County
will suffer from confusion and chaos if a two-tiered voting system is implemented.

K. The Philadelphia Experience

Allegheny County’s approach contrasts markedly with the similar case of
Philadelphia, which moved from lever machines to DREs over a one-year period, from
2001 until 2002. Philadelphia, with 1,681 polling places and around 900,000 registered

voters, is roughly the same size as Allegheny County. Philadelphia’s experience in
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implementing a new voting system is instructive, and underscores the critical
importance of adequate training and voter education.

As the Executive Director of the Philadelphia civic group the Committee of
Seventy, Frederick Voigt played a key role in that city’s decision to change voting
systems. As set forth in his Declaration, Exh. 18, election officials in Philadelphia built
in a full year of training by the voting machines’ manufacturer before the first DRE
election in 2002,% including (1) training election board employees to set up the
machines, collect returns, and troubleshoot when problems arise; (2) training a full
complement of polling place representatives (the election judge, majority and minority
inspectors, clerk, and machine operator) for every polling place; and (3) training a sixth
“back-up” individual for each precinct to assist in setting up and operating the new
devices. This training was done in each of Philadelphia’s 1,681 polling places, a full
year before the 2002 primary elections. During this one-year period, election officials
also held numerous classes to train workers (the five representatives at the polling
places, plus the sixth back-up worker) and pre-tested the machines and tabulation
software to ensure that they all worked together at regional counting centers. Exh. 18,
17 12-13.

Mr. Voigt's Declaration also outlines Philadelphia’s carefully-considered decision
to use a full-face DRE system, like the lever machines it was replacing. Exh. 18,9 1, 8,
9. Philadelphia ruled out scroll technology — which is used by the iVotronic — because
of the risk of voter confusion, particularly when so many other aspects of the voting

process were being changed at once. Here, by contrast, the County initially chose a

The voting machines used in Philadelphia were manufactured by Danaher.
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full-face DRE machine (Plan “B”) for precisely this reason, then jettisoned this approach
at the last minute without explanation (Plans “C,” “D,” and “E”).

In addition to worker training, Philadelphia officials also spent a full year
educating voters about the new machines so that they would be able to vote with
confidence that their votes were recorded accurately. This public education included
demonstrations, literature, videotapes, and explanations on public access cable.
Officials in Philadelphia also demonstrated use of the new voting machines at Boys and
Girls Clubs, ward meetings, political clubs, high schools, community and recreation
centers, supermarkets, shopping malls, and to any civic or social group that asked for a
demonstration. Exh. 18 1 14-15.

In the course of all that election worker training and voter education, Philadelphia
election officials learned much that allowed them to use the new voting systems
effectively and avoid any chaos. The success that Philadelphia realized from the
introduction of its new voting system was a direct result of having enough time to do
sufficient training and voter education. Exh. 18 {9 18-20. Among other things,
Philadelphia was able to use this time to negotiate detailed training requirements and
commitments from its vendor (see contract attachment to Exh. 18 and Exh. 18, { 13),
which Allegheny County cannot possibly do in the weeks remaining before Election
Day.

Here, Defendants have planned nothing remotely approaching this type of
necessary training and education, nor can they, given the short amount of time left
before the May 16 primary election. As Mr. Voigt states, the rush to deploy new voting

machines will threaten any chance for an orderly election:
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[It is hard to imagine how the May 16 election [in
Allegheny County] can possibly be carried out in an
orderly fashion under this timetable. The far more
likely result is that there will be delay in voting (which
often causes voters to leave the polling place and not
to vote); confusion (about how to vote and how to use
the new systems, causing voters either to leave the
polling place or to vote incorrectly, and causing errors
in the tabulation or cumulation of results); or even
chaos, if there are enough ill-trained election officials
and unhappy voters.
Exh. 18 at § 21.

In sum, the County’s current plan for conducting the May 16 election is to use
two different, incompatible voting machines. Both machines violate HAVA in several
respects (as discussed in detail below), including serious security breaches, illegal
voting options, and inaccessibility for individuals with disabilities. The optical scan
system requires the use of tens of thousands of paper ballots which have yet to be
printed or delivered. If the experience of other jurisdictions with ES&S paper ballots is
any guide, the paper ballots may not even arrive on time for the May election. See Exh.
10. And as discussed above, the iVotronic DRE is a computer that must be configured
properly — by workers and officials who are not yet trained — to prevent illegal voting and
other violations of state and federal law.

Incredibly, the County hopes to implement this two-tiered voting system with

extremely limited training of poll workers and election officials. With less than five

weeks to the May primary, the County intends to receive voting machines, train election
officials and poll workers on all the features that need to be modified to meet state and
federal requirements — for not one, but two different and new voting systems, and

familiarize its over 877,000 voters with these new systems. We now demonstrate that
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the chaos likely to result will violate the federally-protected rights of thousands of
Allegheny County citizens.

LEGAL STANDARD FOR
PRELIMINARY INJUNCTIONS

Settled law instructs this Court to consider four factors when considering a
motion for preliminary injunction: (1) whether the movant has shown a reasonable
probability of success on the merits; (2) the extent to which plaintiffs are being
irreparably harmed by the conduct complained of; (3) the extent to which defendants will
suffer irreparable harm if the preliminary injunction is issued; and (4) the public interest.

Swartzwelder v. McNeilly, 297 F.3d 228, 234 (3d Cir. 2002); Opticians Ass'n of America

v. Independent Opticians of America, 920 F.2d 187, 191-92 (3d Cir. 1990). As shown

below, each of those four factors tips decisively in Plaintiffs’ favor.
ARGUMENT

PLAINTIFFS ARE ENTITLED TO A PRELIMINARY INJUNCTION TO PREVENT
THE DEPRIVATION OF THEIR RIGHTS AND THE LIKELY CHAOS AND
CONFUSION THAT WILL CAUSE WIDESPREAD DISENFRANCHISEMENT IF
THE COUNTY USES IVOTRONIC VOTING MACHINES

The deprivation of Plaintiffs’ voting rights and the chaos that will likely ensue as a
result of Defendants’ last-minute decision to implement an entirely new — and illegal —
voting system for Allegheny County can only be prevented by the issuance of a
preliminary injunction. As demonstrated below, Plaintiffs have satisfied the
requirements under Rule 65 and case law for such relief under each of the four factors

which govern injunctive relief.
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l. PLAINTIFFS ARE LIKELY TO SUCCEED ON THE MERITS
OF THEIR STATUTORY AND CONSTITUTIONAL CLAIMS

A. Plaintiffs’ Statutory and Constitutional Claims

Title 42, Section 1983 of the U.S. Code provides a cause of action against any
person who, acting under color of state law, abridges rights created by the Constitution

or the laws of the United States. Maine v. Thiboutot, 448 U.S. 1, 4-8, 100 S.Ct. 2502,

65 L.Ed.2d 555 (1980). Plaintiffs have brought actions against the State and County
Defendants under § 1983, and direct claims under the ADA and the Rehabilitation Act
(Counts I-V), to preserve and protect rights guaranteed by three federal statutes and
three separate provisions of the U.S. Constitution. In addition, Plaintiffs have asserted
a claim (Count VI) against the Federal Defendants, Kim and Gonzales, based on their
manifestly unequal treatment of Pennsylvania and Allegheny County’s voters, in
violation of the Fifth Amendment. Each of these rights is discussed below.

1. Plaintiffs’ Rights Under the Help America Vote Act (HAVA)

Plaintiffs are seeking to protect a right that the Supreme Court has consistently
declared a fundamental political right, preservative of all rights — the right to vote. See

Dunn v. Blumstein, 405 U.S. 330, 336 (1972); Kramer v. Union Free School Dist. No.

15, 395 U.S. 621, 626 (1969); Reynolds v. Sims, 377 U.S. 533, 562 (1964); Yick Wo v.

Hopkins, 118 U.S. 356, 370 (1886). “No right is more precious in a free country than
that of having a voice in the election of those who make the laws under which, as good
citizens, we must live. Other rights, even the most basic, are illusory if the right to vote

is undermined.” Wesberry v. Sanders, 376 U.S. 1, 17 (1964).

To be enforceable under 8§ 1983, a statute must confer individual rights upon a

class of beneficiaries with individually focused “rights-creating” language. See Gonzaga
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Univ. v. Doe, 536 U.S. 273, 286-87 (2002). Once a plaintiff demonstrates that a statute
confers an individual right, the right is presumptively enforceable by 81983 unless the
party objecting to such enforcement can show “by express provision or other specific
evidence from the statute itself that Congress intended to foreclose such private

enforcement.” Wright v. City of Roanoke, 479 U.S. 418, 423 (1987).

There is no question that Congress intended HAVA to confer individual rights.
The Sixth Circuit has expressly held that the provisional ballot provision in Section 302
of HAVA — the section immediately following the one at issue here — creates rights that

individual voters may enforce through § 1983. Sandusky County Democratic Party v.

Blackwell, 387 F.3d 565, 572-73 (6th Cir. 2004).
Section 301 of HAVA, 42 U.S.C. § 15481, just as clearly creates such individual
rights that individual voters may enforce under § 1983. The Sixth Circuit based its

holding in Sandusky County on rights-creating language in 8 302 such as its mandate

that an “individual shall be permitted to cast a provisional ballot.” Sandusky, 387 F.3d at
572-73. Among the many similar provisions in Section 301 are its requirement that
election systems “permit the voter to verify (in a private and independent manner) the
votes selected by the voter on the ballot before the ballot is cast and counted,” 42
U.S.C. §15481(a)(1)(A)(i); “provide the voter with the opportunity (in a private and
independent manner) to change the ballot or correct any error before the ballot is cast,”
id. at 8 15481(a)(1)(A)(ii); “notify the voter that the voter has selected more than one
candidate for a single office on the ballot,” id. at § 15481(a)(1)(A)(iii)(1); “notify the voter
before the ballot is cast and counted of the effect of casting multiple votes for the office,”

id. at 8 15481 (a)(1)(A)(iii)(Il); “provide the voter with the opportunity to correct the ballot
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before the ballot is cast and counted,” id. at 8 15481(a)(1)(A)(ii))(lll); and “be accessible
for individuals with disabilities, including nonvisual accessibility for the blind and visually
impaired, in a manner that provides the same opportunity for access and participation
(including privacy and independence) as for other voters,” id. at 8§ 15481(a)(3)(A).
These provisions are individually-focused, and create express rights for voters.

When a federal election is conducted using electronic voting machine systems
(as Allegheny County is planning to do), HAVA creates an absolute federal right for
voters to cast ballots in that election only on voting systems that meet the requirements
of § 301. If a voting system fails to meet § 301’s verification, auditing, error rate, and
privacy requirements, or if it fails to provide voters with disabilities equal access and
participation in the election, that system’s use may be enjoined in an action under
§ 1983.

2. Plaintiffs’ Rights Under the Due Process
Clause of the 5th-and 14th Amendments

A substantive due process claim arises in election cases whenever state officials’
actions undermine the organic processes by which candidates are elected. Marks v.
Stinson, 19 F.3d 873, 888 (3d Cir. 1994), cert. denied, 513 U.S. 1111 (1995); Smith v.
Cherry, 489 F.2d 1098 (7th Cir.1973), cert. denied, 417 U.S. 910 (1974).

In Marks, the Third Circuit affirmed the trial court's grant of injunctive relief in a
case alleging systematic irregularities in a single state senate race.’ In doing so, the

court found “worthy of note” the following holding in Griffin v. Burns, 570 F.2d 1065 (1%

Cir. 1978): “[T]he [Griffin] court concluded that rejection of a ballot where the voter has

o The Third Circuit affirmed an injunction barring the supposedly winning candidate from

taking office, and vacated — pending further proceedings in the trial court — only the portion of the
injunction which actually certified the punitive losing candidate as the new officeholder.
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been effectively deprived of the ability to cast a legal vote implicates federal due

process concerns.” 19 F.3d at 889. See also Bonas v. Town of N. Smithfield, 265 F.3d

69, 74 (1st Cir. 2001) (where organic failures in a state or local election process
threaten to work patent and fundamental unfairness, a claim lies for violation of

substantive due process); Duncan v. Poythress, 657 F.2d 691, 700 (5th Cir. 1981) (“the

due process clause . . . prohibits action by state officials which seriously undermine the

fundamental fairness of the election process); Griffin v. Burns, 570 F.2d 1065, 1077 (1st

Cir. 1978) (“if the election process itself reaches the point of patent and fundamental
unfairness, a violation of the due process clause may be indicated and relief under sec.
1983 therefore [is] in order”).

To be sure, the Constitution does not require — and Plaintiffs do not expect —
perfection in the conduct of the May election. But any voting system in Allegheny
County that causes fundamental unfairness and undermines the integrity of the election
process will cause Plaintiffs to be deprived of their due process rights under the Fifth
and Fourteenth Amendments. This deprivation of rights under color of state law may be
remedied in a § 1983 action.

3. Plaintiffs’ Rights Under the Equal Protection
Clause of the 14th Amendment

Voters in Allegheny County have a right to cast a vote and to have that vote
counted equally with other votes cast. Denial of this right will also work a violation of the

Equal Protection Clause of the 14th Amendment. Reynolds v. Sims, 377 U.S. 533, 554,

84 S.Ct. 1362, 12 L.Ed.2d 506 (1964) (the Constitution protects the right of all qualified

citizens to vote and to have that vote counted). Accord United States v. Classic, 313

U.S. 299, 315, 61 S.Ct. 1031, 85 L.Ed. 1368 (1941) (“obviously included within the right
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to choose, secured by the Constitution, is the right of qualified voters within a state to

cast their ballots and have them counted”); Bush v. Gore, 531 U.S. 98, 104, 121 S.Ct.

525, 148 L.Ed.2d 388 (2000) (“[t]he right to vote is protected in more than the initial
allocation of the franchise. Equal protection applies as well to the manner of its
exercise”).

Therefore, any voting system that causes votes cast in Allegheny County to be
treated differently than votes cast in other jurisdictions in Pennsylvania (whether by
preventing them from being cast in the first place or by losing them once a vote is cast)
will cause Plaintiffs and other voters in Allegheny County to suffer a violation of their
rights under the Equal Protection Clause.

4. Plaintiffs’ Rights Under the 1st Amendment

The right of individuals to associate for the advancement of political beliefs, and
the right of qualified voters to cast their votes effectively, rank among this nation’s most

precious of First Amendment rights. Williams v. Rhodes, 393 U.S. 23, 30, 89 S.Ct. 5,

21 L.Ed.2d 24 (1968). See NAACP v. Alabama, 357 U.S. 449, 460 (1958) (it is beyond

debate that freedom to engage in association for the advancement of beliefs and ideas
is an inseparable aspect of the “liberty” assured by the Due Process Clause of the 14th
Amendment which embraces freedom of speech).

As with the other constitutional violations discussed above, any actions by state
and county officials which would deprive Plaintiffs of their First Amendment rights of

association and political activity are actionable under § 1983.
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5. Plaintiffs’ Rights Under § 202 of
the Americans with Disabilities Act

Section 202 of the ADA, 42 U.S.C. § 12132, provides that “no qualified individual
with a disability shall, by reason of such disability, be excluded from participation in or
be denied the benefits of the services, programs, or activities of a public entity, or be
subjected to discrimination by any such entity.” Discrimination against individuals with
disabilities may be redressed by a private right of action pursuant to § 203 of the ADA,
42 U.S.C. §12133, which incorporates the remedial provisions of § 504a of the
Rehabilitation Act, 29 U.S.C § 794a.

Under 8§ 201 of the ADA, a “public entity” includes any local or state government
as well as “any department, agency, special purpose district, or other instrumentality of
a State or States or local government,” and thus applies to the Allegheny County Board
of Elections. The statute therefore permits Plaintiffs to assert claims against the Board
itself and the individual State and County Defendants in their official capacities, and
because voting is a “service, program, or activity” which these Defendants provide, they
may be sued under the ADA if they discriminate against people with disabilities in

conducting an election. Westchester Disabled On the Move, Inc. v. County of

Westchester, 346 F.Supp.2d 473, 477-78 (S.D.N.Y. 2004); American Ass'n of People

With Disabilities v. Smith, 227 F.Supp.2d 1276, 1289 (M.D. Fla. 2002). Indeed, in

enacting the ADA, Congress made specific findings that “discrimination against
individuals with disabilities persists in such critical areas as employment, housing, . . .
voting, and access to public services.” § 101(a)(3) of the ADA, 42 U.S.C. § 12101(a)(3)

(emphasis added).

35



Case 2:06-cv-00481-GLL  Document 19-1  Filed 04/18/2006 Page 43 of 75

To establish a violation of § 202 of the ADA, a plaintiff must prove that: (1) he is
a qualified individual with a disability; (2) he was excluded from participation in or denied
the benefits of services, programs or activities provided by a pubic entity, or was
otherwise discriminated against by a public entity; and (3) such discrimination was

because of his disability. Weinreich v. Los Angeles County Metropolitan Transp.

Authority, 114 F.3d 976, 978 (9th Cir.), cert. denied, 522 U.S. 971, 118 S.Ct. 423, 139
L.Ed.2d 324 (1997).

Thus, the State and County Defendants are liable under § 202 of the ADA if they
have discriminated against Allegheny County voters with disabilities by certifying,
purchasing and using new voting machines that are not accessible to individuals with
disabilities, when they could have purchased voting machines that complied with HAVA
and the ADA, and which were accessible to those individuals.

6. Plaintiffs’ Rights Under 8 794 of the Rehabilitation Act

Section 504(a) of the Rehabilitation Act, 29 U.S.C. § 794(a), provides that “[n]o
otherwise qualified individual with a disability in the United States . . . shall, solely by
reason of her or his disability, be excluded from participation in, be denied the benefits
of, or be subjected to discrimination under any program or activity receiving Federal
financial assistance . . ..”

In order to establish a violation of 8§ 504, a plaintiff must show that: (1) he or she
is a "handicapped individual”; (2) he or she is "otherwise qualified" for participation in
the program; (3) the program receives "federal financial assistance”; and (4) he or she
was "denied the benefits of' or "subject to discrimination” under the program.

Nathanson v. Medical College of Pennsylvania, 926 F.2d 1368, 1380 (3d Cir. 1991);
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Strathie v. Department of Transp., 716 F.2d 227, 230 (3d Cir.1983). A state voting

program that receives federal financial assistance is subject to the provisions of the Act.

American Ass'n of People With Disabilities v. Smith, 227 F.Supp.2d 1276, 1289 (M.D.

Fla. 2002).

Therefore, if the State and County Defendants, using federal financial assistance,
approve, purchase or require the use of electronic voting machines which are not
accessible to individuals with disabilities, Defendants have discriminated in a program
or activity which receives substantial federal assistance, in violation of the Rehabilitation
Act. This violation may be enjoined pursuant to § 504a of the Act, 29 U.S.C. § 794a.

7. Plaintiffs’ Rights Under the Due
Process Clause of the 5th Amendment

As discussed at p. 33, supra, Plaintiffs have a due process right under the Fifth
Amendment, which directly restrains the federal government, to fundamental fairness in
the conduct of elections. Marks, 19 F.3d at 886-88. The unequal treatment of
Allegheny Count’s voters by the federal Defendants violates that due process right. A
violation by federal officials of Plaintiffs’ due process rights may be remedied by this

Court under its federal question jurisdiction under 28 U.S.C. § 1331. Davis v. Passman,

442 U.S. 228, 242-44, 99 S.Ct. 2264, 2275-76 (1979) (plaintiff alleging violation by
federal officials of Due Process Clause of Fifth Amendment may invoke general federal
guestion jurisdiction of federal courts to obtain injunctive and other relief).

B. Use of the iVotronic Device for the May 16 Primary Election
Will Violate Plaintiffs’ Statutory and Constitutional Rights

The iVotronic voting machines as designed and shipped to Allegheny County do

not meet the requirements of § 301 of HAVA, nor do they comply with the ADA or the
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Rehabilitation Act. In addition, use of these voting machines will deprive Plaintiffs of
their constitutional rights under the Due Process and Equal Protection Clauses, as well
as work an irreparable loss of Plaintiffs’ First Amendment rights.

Defendant Cortés has already confirmed the statutory non-compliance of the
iVotronic during a December 2005 examination of the machine. That examination
revealed substantial flaws in both the iVotronic’'s hardware and its software
components, which render the machine wholly non-compliant with 8 301 of HAVA. In
addition, the machines are not accessible to people with disabilities as required by law;
have failed to perform adequately in other elections around the country; and will cause
chaos at the polls because the poll workers who must operate them and the voters who
must use them are completely unfamiliar with their use and lack adequate time to learn.

Under ideal circumstances, with machines that worked perfectly, the last-minute
selection of radically new technology — Plan “E,” unless Defendants choose yet another
tack in the next four weeks — would threaten a voting breakdown on Election Day due to
inadequate time to train election officials and poll workers, or educate voters.

But these circumstances will be far from ideal. Instead, the machines
Defendants have chosen are riddled with flaws — recognized by Defendants’ own expert
— which have never been corrected by ES&S, the machines’ manufacturer. Instead,
fixing these flaws on new, and complex, equipment will fall to County election officials
and poll workers who have not yet received even rudimentary training. Thus, the
prospect of widespread disenfranchisement on Election Day — already experienced in
Cook County, Illinois and Miami-Dade County, Florida under similar circumstances — is

all too real here.
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1. Non-Compliance Revealed During
the Pennsylvania Certification

On December 22, 2005, Defendant Cortés conducted a state examination of the
iVotronic to determine its compliance with Pennsylvania election law. This state
examination was conducted pursuant to 2002 standards that the EAC has instructed are
less stringent than HAVA requires. In particular, the EAC has stated that compliance
with the standards does not satisfy HAVA. See supra p. 7 n. 5. But the report of this
test, even to less exacting standards, demonstrates some of the many design and
operational errors which render the iVotronic non-compliant with HAVA.

The examination was conducted by Michael lan Shamos, a faculty member of
the School of Computer Science at Carnegie Mellon University. Prof. Shamos’s
findings and conclusions are contained in the Secretary’s subsequent “Examination
Results of the ES&S iVotronic Touchscreen Voting System with Unity Software,” Exh. 1
(hereafter “Examination”). Because of problems which Prof. Shamos found with both
the hardware and software components of the device, the Secretary approved use of
the iVotronic only if certain “concerns and conditions” were met or resolved
(Examination 5). However, given the staggering number and magnitude of hardware
and software problems identified by Prof. Shamos, Plaintiffs are likely to succeed on
their claim that this machine is not currently compliant with HAVA, nor can it be made so
prior to the May 16 elections. These problems include:

e No Privacy: The iVotronic uses a "continuous roll" voter verified paper audit
trail (“VVPAT”), meaning that each ballot image is captured in the order in
which it is voted on a continuous roll of paper. “The use of this type of
VVPAT allows a complete violation of voter privacy” as one voter verifying his
vote will immediately see the votes of prior voters. “[Clomparing each ballot

image with the numbered list of voters will reveal every voter's choices in a
given precinct.” (Examination 6) (emphasis added)
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e Under-Voting: The iVotronic displays a warning message to a voter who
under-votes (votes for fewer candidates or races than are on the ballot) but
the message is likely to be ineffectual. “The Department believes that this
message may be ignored and the under-voted ballot be cast anyway.”
(Examination 6)

e Security Problems: The consultant found that several aspects of the iVotronic
design have “negative security implications,” including allowing substitution of
different “compact flash cards” that store ballot information. The report
concluded that the machine’s design showed a “[f]ailure to incorporate strong
security controls.” (Examination 6) (emphasis added)

e Easy Tampering: Various cables are connected to the iVotronic at its top
edge as viewed by the voter. These connections are open and unsealed, and
a voter can easily tamper with the machine by disconnecting the connectors.
(Examination 7)

e lllegal Uploading Capability: The iVotronic has a direct and “impermissible”
ability to have data uploaded to any computer in the world using a telephone
or internet connection. If a machine is hooked up to a phone or internet
connection, “[tlhe resulting configuration is uncertified and therefore cannot
be used in elections.” (Examination 7) (emphasis added)

e No Zero Tape: While the iVotronic with the VVPAT produces totals at the
finish, it does not produce the statutorily-required zero record (zero tape) at
the opening of the polls. (Examination 5). This prevents ascertaining with
certainty that the voting machines have not been pre-loaded with votes.

As if these hardware problems with the iVotronic weren’t enough, Prof. Shamos
also found a myriad of substantial and illegal software problems. Initially, Prof. Shamos
found that the software which runs the iVotronic (Unity version 9.1.2.0) is a “very
complex system because it must handle the huge variety of voting practices
encountered throughout the United States.” (Examination 8).'° Additional software

problems Prof. Shamos found with the Unity software included:

10 Prof. Shamos is an expert with years of experience using and analyzing electronic voting

machine software, yet he found the Unity software at issue to be a “very complex system.” This Court, or
anyone else who has ever tried to learn new computer software, can well imagine the problems that this
“very complex” software will pose for the thousands of poll workers (many of them elderly and lacking
computer proficiency) on Election Day, let alone the voters themselves. The suggestion that Defendants
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e ‘lllegal Options” with Unity Software: The Unity software is adaptable to
various voting options applicable to different states, but many of these options
are “illegal options” in Pennsylvania, including ballot rotation, removal of a
race entirely from the ballot, preventing a write-in ballot, and allowing voters
to cast votes without first viewing a summary page, which will encourage
under-voting. (Examination 8-9) (emphasis added)

e lllegal Over-Voting: The iVotronic can be configured to allow “over-voting”
(i.e., permitting a voter to vote for more than the prescribed number of
candidates allowed) in violation of § 301(a)(1) of HAVA as well as state law.
(Examination 8-9)

e Susceptibility to Hacking: The Unity software recognizes global default
passwords that are set at the factory and may be used with any iVotronic unit
in the country. Any person with access to one of these global default
passwords would be able to tamper with the vote totals for an election.
(Examination 7)

e Susceptibility to Corruption by Anyone with an Internet Connection: Unity
runs on an ordinary Windows laptop or desktop that could be connected to
the Internet, contain a wireless card or other wireless interface, or be attached
to a local or wide area network. “All of these represent security risks of
varying risk [sic]” which “Unity makes no effort to restrict, or even_monitor.”
(Examination 7-8) (emphasis added)

e Undetected Vote Changes: The software records the identification of any
user who invokes various functions, such as changing vote totals. However,
if the user is not required to log in, the software cannot record his user ID, and
it will not be possible to identify the person who made a change.
(Examination 7)

o Ability to Overwrite Files: Prof. Shamos was able to tamper with data files on
the device, including ballot programming and results files using basic,
Windows editing applications. (Examination 8)

e Difficulty to Adapt to PA: “There are no instructions on how to vote using the
Pennsylvania method, for example, nor any indication that [the illegal] ballot
rotation [option] must not be chosen. Legal setup of an election is entirely up
to the training and experience of the programmer at the county board of
elections.” (Examination 8-9) (emphasis added).

e Erroneous Votes: One option of the Unity software that is not easily disabled
can cause “the machine to select candidates automatically on behalf of the

can achieve the necessary training of these thousands of workers on this complex system in the next
month is hard to credit.
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voter” if the voter fails to vote for the full number of candidates allowed for an
office. (Examination 9) (emphasis added)

e Incomplete and Confusing Operations Manual: “Some options are not
explained in the documentation at all” and “[sJome setup choices that appear
innocuous can cause anomalies that might evade proofreading [and could
cause an] error_that might not be noticed until an election is actually in
progress.” (Examination 9) (emphasis added).

All of these flaws render the iVotronic non-compliant with § 301 of HAVA. The
privacy flaws violate § 301(a)(1)(A)(i), which requires that the machine “permit the voter
to verify (in a private and independent manner) the votes selected by the voter” before
the ballot is cast. The numerous security, accuracy and tampering flaws also makes it
likely that the iVotronic voting machines will produce an “error rate” prohibited by
statute. HAVA 8§ 301(a)(5) (the error rate attributable to the voting system and not
attributable to an act of the voter shall not exceed 1 in 500,000 ballots cast).* These
serious security flaws and hacking loopholes mean that a voter's choice may not be
recorded accurately or counted at all, inflating the number of mis-cast or non-cast votes.
The result is that Plaintiffs (and all other Allegheny County voters) will be deprived not
just of their rights under HAVA, but also of their constitutional voting rights.

Despite these critical design and operational flaws, the Secretary certified the
iVotronic for use in Pennsylvania provided that six conditions were met, none of which

were satisfied by the tested machine.*> Moreover, these six conditions are highly

1 Pending the effective date of the EAC's 2005 Election System Guidelines, HAVA

provides that § 3.2.1 of the Federal Elections Commission’s 2002 Guidelines shall constitute a floor for
compliance with § 301. These FEC Guidelines establish a 1 in 500,000 error rate maximum. Exh. 17.

12 In addition, the Secretary's certification listed five “Recommendations” that detailed

separate weaknesses in the machine’s operation and identified the design and manufacturing steps
necessary to cure these defects. However, the certification did not require that any “recommended”
action be taken until “future versions” of the iVotronic were produced, and ES&S took no steps to modify
the machine accordingly. No additional inspection was performed by the Secretary after identifying these
“conditions” and “recommendations,” and none is planned. The machines remain fatally flawed.
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technical and require re-programming and configuration of “very complex” software by
election officials prior to the election. With only weeks left before the May primaries, the
limited time given for training — and its planned supervision by the County’'s tax
assessor — will inevitably lead to many of these machines not being configured
according to the Secretary’s “conditions.” There are simply too many machines, too
many conditions, and not enough time or trained personnel to do everything properly, as
even Board Member DeFazio admitted: “It's impossible to get everyone trained. It's

going to be a mess.” Exh. 2 (emphasis added).

This “mess” will mean machine breakdowns, illegal over-voting, tabulation errors,
unacceptable error rates, and other problems, all of which will deprive Plaintiffs and
other Allegheny County voters of their right to vote. In other words, the Board’s “mess”
will be Plaintiffs’ constitutional injury.

2. The 300-Voter Limitation for the iVotronic

Means Allegheny County Will Have to Deploy
a Second, Non-HAVA-Compliant Voting System

The iVotronic machine is also limited in its capacity. The Secretary has certified

the iVotronic machines to be used for a maximum of 300 voters per unit. (Exh. 1,

Examination 10). Allegheny County has contracted to purchase 4,700 machines from
ES&S, presumably because it actually needs three to four machines for each of its
1,314 polling places. However, ES&S initially committed to deliver only a fraction of the
machines before the May 16 primary — one iVotronic per polling location. Exh. 3. (On
Wednesday, April 12 — one day after the County Defendants were informed that this suit
would be filed — they issued a press release claiming that ES&S would deliver two

machines per polling place. Exh. 16) But whether the correct number is one or two, it
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will fall thousands of machines short of the 4,700 machines the County needs,
according to its contract with ES&S.

However, ES&S may not be able to meet even this minimal commitment,
because the company is having trouble delivering voting machines to other jurisdictions
in Pennsylvania and elsewhere. For example, ES&S has told the Board of Elections in
Lebanon County, Pennsylvania that it will not be able to provide the 267 voting
machines it agreed to ship to that jurisdiction just ten weeks ago, on January 26. Exh.
4. Other shipment and delivery problems with ES&S so far this year have occurred in
Luzerne County, Pennsylvania and Jefferson County, Texas. Exhs. 5, 6.

Even if ES&S is somehow able to ship the promised one or two iVotronic
machines per precinct in the next few weeks, these machines could well face an
overload due to a combination of untrained poll workers and ill-informed voters. As a
result, Allegheny County has announced that it will use as a “back-up” paper ballots and
an optical-scan voting system, the ES&S M650 Optical Scan central count tabulator.
Exh. 8. When the iVotronic machines prove insufficient to accommodate the voters in a
polling station and lines become “too long,” election officials will provide voters with
paper ballots. The voters will complete the paper ballots, the ballots will be secured,
and at the end of the day they will be transported to a central location where they will be
scanned and tabulated by ES&S’s optical scanning equipment. Thus, instead of one
new voting system with unfamiliar hardware and software requirements, the County
plans on implementing two such systems — all in the next month. The risks of
confusion, delay and even conflict at the polls between voters and poll workers are all

too real. Voigt Decl., Exh. 18, { 16-17.
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This jury-rigged system of two completely different, non-compliant voting systems
creates its own host of problems and HAVA violations. For example, the optical scan
“back-up” is not accessible for voters who are vision-impaired or have limited manual
dexterity, in violation of § 301(a)(3). Moreover, because the ballots will be scanned
outside the polling place, there will be nothing to alert voters to “over-votes” in violation
of 8 301(a)(1)(A)(iii)). The scanning of these paper ballots outside the polling place will
also mean large numbers of unintended “under-votes,” causing voters to be deprived of
their constitutionally-protected right to vote under the Fifth and Fourteenth
Amendments, as well as fundamental First Amendment rights.

Nor is there any assurance that ES&S will be able to deliver the necessary paper
ballots to be used with the optical scanner. In Indiana, ES&S delivered its first batch of
paper ballots for use with its optical scanner, but they were “rife with mistakes”
according to Marion County Clerk Doris Anne Sadler. Exh. 9. According to news
accounts:

County officials found new errors in the replacement

ballots and sent those back, too. They received the

latest batch late last week, Sadler said, and spent the

weekend proofreading. "They don't proof anything

before they send it to us," Sadler said. "I would love to

fire them. I've had three years of serious issues with

this company."
Id. Similar problems have taken place in Nebraska, where ES&S was under contract to
supply election ballots for “early voting” which began on April 3, 2006. There, the

company simply failed to deliver the ballots and could only tell its customers that they

might be available by April 14. Exh. 10. A company spokesman was quoted as saying
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that the ballots weren’t ready on time because “ES&S employees were learning to use
new computer software intended to streamline ballot production.” 1d.

In other words, not only are Allegheny County poll workers and election officials
not trained in the operation of the voting systems to be used on Election Day, neither
are employees of the systems’ manufacturer. This extraordinary admission by ES&S
should give this Court great pause, and raises grave doubts about whether the
company’s system can perform as advertised on Election Day.

3. The iVotronic is Not Accessible to Individuals With Disabilities

Use of the iVotronic voting machine will also violate the statutory and
constitutional rights of Plaintiffs McWilliams and Robertson, as well as other Allegheny
County voters with manual dexterity and other disabilities, because the device is not
accessible to persons with such disabilities. The requirement of accessibility is clear in
the statute, and the EAC has made clear that although compliance is a “complex
matter,” EAC Advisory 2005-0004 at 3 (July 20, 2005), it is essential. The statute
requires, among other things, that “[tlhe voting system must afford a disabled voter the
ability to perform the same functions (e.q., receiving and reading the ballot, making
selections, reviewing selections, changing selections, and casting the final ballot) as are
afforded to a non-disabled voter.” 1d.

The iVotronic’s most glaring deficiency in this respect is its lack of “dual switch”
capability, i.e., a jack which would allow voters with disabilities to plug in an adaptive
device that gives them input control. Examples of such “dual switch” devices are foot
switches, “sip and puff’ switches, head movement switches, eye blink switches, and

enlarged jelly switches. These devices allow voters with manual dexterity disabilities to

46



Case 2:06-cv-00481-GLL  Document 19-1  Filed 04/18/2006 Page 54 of 75

make selections and cast votes if they are unable to use a voting machine’s manual
selection buttons or features. Dual switch technology has been available for more than
15 years, and is affordable and easy to implement. Exh. 11, Declaration of Noel
Runyan, 11 11-14.

The failure of ES&S to include the available and affordable “dual switch”
functionality in its iVotronic voting machine is inexcusable. It also makes the machine
non-compliant under 8§ 301(a)(3) of HAVA, which requires that electronic voting
machines “be accessible for individuals with disabilities . . . in a manner that provides
the same opportunity for access and participation (including privacy and independence)
as for other voters.” Without dual switch capabilities or equivalent features, voters with
manual dexterity disabilities, like Plaintiffs McWilliams and Robertson, will be
disenfranchised.

Moreover, as established by Mr. Runyan’s Declaration, the County’s last-minute
proposal to add “dual switch” technology to the iVotronic voting system (announced
after Defendants were told the Complaint would be filed) is doomed to failure, because
there is no time between now and the May 16 primary to properly write, test, de-bug,
modify, re-test, and certify the new software which is required for a successful upgrade
to “dual switch” technology. Exh. 11 1 15-17. Nor is it likely that appropriate training
materials on this new accessibility feature could be produced and election workers

properly trained on this new upgrade in time for the election. Exh. 11 § 18.*

13 ES&S'’s track record on last minute changes is weak. In 2002, ES&S made a last-minute

upgrade to its iVotronic voting system for Miami-Dade County to provide a multi-lingual ballot, and
disaster resulted. As the OIG for Miami-Dade County found, “Surely there will be upgrades to the system.
However, management should not be led blindly down the path of education by a vendor [ES&S] who
turned the 2002 Miami-Dade County elections into a live beta test site for its bitmap multi-lingual
firmware.” Exh. 12 at 42 (emphasis added).
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In addition, there are numerous other defects in the iVotronic voting system that

render it non-compliant with HAVA'’s requirements for accessibility and equality for

individuals with disabilities, including:

a)

b)

d)

f)

the lack of simultaneous and synchronized audio and visual outputs without
which the system is inaccessible for voters with visual impairments (Exh. 11
1111 19-20);

the lack of a “boosted” volume capacity to make the system accessible for
people with severe hearing impairments (Exh. 11  22);

the lack of “speed control” over the audio output which is necessary to make
the system accessible for the elderly and people with learning disabilities,
cognitive disabilities or special needs who need to listen to instructions and
ballot selections at a slower rate than the fixed, default rate set by the system
(Exh. 11 1 23);

the lack of technology that allows voters with disabilities to select different
modes or features to provide accessibility without intervention from poll
workers (Exh. 11 1 24-25);

a confusing menu input system that is difficult for people with cognitive
disabilities to use effectively (Exh. 11 1 27-29); and

the failure to provide voters with disabilities appropriate privacy when casting
their vote, especially for voters with visual impairments who use a large font
size to display ballot choices and selections. (Exh. 11  32)

Moreover, there currently exists adaptive technology and alternatives to these

non-compliant voting systems that would have given Plaintiffs McWilliams and

Robertson, as well as other disabled voters in Allegheny County, access to the polls.

Exh. 11 11 2, 11, 13, 20, 21, 36. Defendants’ conscious choice to certify, purchase and

implement non-compliant machines instead is thus actionable discrimination under both

the ADA and the Rehabilitation Act.

In sum, Plaintiffs have a “reasonable probability of success” on their claims that

certification, purchase and use of the non-compliant iVotronic voting machine, when
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compliant alternatives were available, is a violation of the disability access provisions of
§ 301 of HAVA as well as the anti-discrimination provisions of § 202 of the ADA and
§ 504 of the Rehabilitation Act.

4. The History of iVotronic Failures in Other Jurisdictions

The iVotronic’s many flaws are also confirmed by the experiences of other
jurisdictions which unsuccessfully attempted to use this system in recent elections.
These devices, or other voting machines manufactured by ES&S, have caused
problems with lost votes (November 2002 — Wake County, North Carolina); over-votes
and memory failures (November 2004 — Miami-Dade County, Florida and Fall 2005 —
Kershaw, South Carolina); recording votes for the wrong candidate (November 2004 —
Mahoning County, Ohio and Merced County, California); and missing database
components and flawed programming (March 2006 — Jefferson County, Texas). See
Exhs. 37-41.

A preview of what Allegheny County can expect with the iVotronic on May 16 is
the nightmare which Miami-Dade County experienced in its 2002 primary election. That
jurisdiction also used iVotronic voting machines without adequate poll worker training
and voter education. As confirmed by an investigation conducted by that County’s
Inspector General, this brew of faulty machines, untrained workers and unprepared
voters created another Florida election “debacle.” Exh. 12 at 4. The IG found that the
iVotronic devices had an “inordinate boot-up time” that caused delay and confusion, id.
at 22; that ES&S had repeatedly “back-tracked” on the issue of how many languages
the system could support (originally “touting” 16 languages but eventually only

supporting one or two), id. at 23; and that “it is clear the fithess warranty of the contract
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was breached by ES&S,” id. at 21. The IG’s report concluded that “[t]lhe iVotronic
system sold to the County is not fit to meet the intended use and elections-based
business requirements of Miami-Dade County.” Exh. 12 at 44.

Another example of the electoral chaos that results when new voting systems are
introduced too close to Election Day is the March 21, 2006 primary in Chicago, lIllinois
and surrounding Cook County. Like the two different systems Allegheny County intends
to use in the May primaries, Chicago/Cook County used a mix of new technologies: the
combination of DREs and optical scan systems planned here. See supra pp. 25-26.
Predictably, the election was “thrown into disarray by mechanical and human failures
connected to new voting machines.” Exh. 13a — 13d. These problems included:

a. problems when election officials tried unsuccessfully to merge the
results of the two systems;

b. alack of technical skills necessary to deal with mechanical problems
that “overwhelmed” election officials;

c. DREs that inexplicably showed no one had used the machines to
vote;

d. adelay of a week before election officials could finish tabulating
returns; and

e. arecord low voter turnout.
Id. Allegheny County stands to repeat these electoral breakdowns unless the Court
enjoins Defendants’ imprudent and illegal attempt to foist the iVotronic voting system,
with the M650 optical scanner “back-up,” on the electorate.

5. Lack of Training and Education Guarantees Chaos on May 16

Defendants have announced plans for a program of election official and poll

worker training, and have scheduled a future date (April 19) when they will actually
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disclose (but not necessarily begin) their voter education plans. By doing so, they have
conceded the critical importance of getting both voters and County election officials and
workers up to speed before Election Day.

The problem is that time is far too short to accomplish either goal. Even in
December 2005 (five months before the primary), the County Council recognized this
fact by appealing for more time to adopt new voting systems. King Decl., Exh. 28-D.
And Defendants and their representatives have admitted this in their public statements,
noting variously that the May primary as a result will be “a mess” and “a catastrophe”
because “[i]t's impossible to get everyone trained.” Exhs. 2, 8.

By moving to Plan “D” and “E” in rapid succession, Defendants have created all
the conditions necessary for electoral chaos on May 16. The odds favor a replay of the
worst aspects of both Miami-Dade County and Chicago/Cook County. In those
elections, the use of iVotronics alone or a mix of DREs and optical scanners by itself
caused an electoral meltdown. In this case, both ingredients will be present — a recipe
for problems, to put it mildly.

As stated by Frederick Voigt, who had direct experience with the measured
approach taken in Philadelphia, the rush to deploy new voting machines will destroy any
chance for an orderly election:

[1]t is hard to imagine how the May 16 election [in
Allegheny County] can possibly be carried out in an
orderly fashion under this timetable. The far more
likely result is that there will be delay in voting (which
often causes voters to leave the polling place and not
to vote); confusion (about how to vote and how to use
the new systems, causing voters either to leave the

polling place or to vote incorrectly, and causes errors
in the tabulation or cumulation of results); or even
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chaos, if there are enough ill-trained election officials

and unhappy voters.
Exh. 18 at § 21. This is more than enough to show the likelihood of an actual denial of
the right to vote, in violation of the First, Fifth and Fourteenth Amendments.

The facts likewise establish the likelihood of a HAVA violation. The iVotronic
voting system as examined, designed, and shipped to Allegheny County falls far short
of compliance with § 301. It contains numerous and serious flaws which can lead to
illegal voting and security problems. The system is not accessible to voters with
disabilities, nor does it provide equal access and participation to individuals with
disabilities as required by law. The lack of poll worker training and voter education
means a nightmare similar to (or worse than) those encountered by voters in Dade
County-Miami and Cook County. This is no way to run an election.

At the very least, Plaintiffs have shown “a reasonable probability of success” on
their claims that use of the iVotronic voting machines violates § 301 of HAVA (Count | of
the Complaint), § 202 of the ADA (Count IV), § 504 of the Rehabilitation Act (Count V),
as well as violations of their constitutional rights under the First Amendment (Count ),

Fifth Amendment (Count VI), and Fourteenth Amendment (Count Ill). Swartzwelder,

supra, 297 F.3d at 234. The first factor in the Court’'s evaluation of Plaintiffs’ Rule 65
motion for injunctive relief thus weighs heavily in Plaintiffs’ favor.

I. PLAINTIFFS WILL SUFFER IRREPARABLE
INJURY WITHOUT INJUNCTIVE RELIEF

The harm to Plaintiffs and the voters of Allegheny County from Defendants’
foolhardy rush to implement last-minute, fundamental changes in how elections are run

will be irreparable and immense. Plaintiffs will suffer a deprivation of their statutory and

52



Case 2:06-cv-00481-GLL  Document 19-1  Filed 04/18/2006 Page 60 of 75

constitutional voting rights, and the citizens of Allegheny County will suffer a disastrous
primary election.

A. Irreparable Harm from Loss of Fundamental Rights

As a starter, the deprivation of any constitutional right is presumed as a matter of

law to result in irreparable injury. Elrod v. Burns, 427 U.S. 347, 373, 96 S.Ct. 2673, 49

L.Ed.2d 547 (1976) (loss of First Amendment freedoms, for even minimal periods of
time, unquestionably constitutes irreparable injury). The right to vote is fundamental, as
the Supreme Court stated more than 40 years ago:

No right is more precious in a free country than that of

having a voice in the election of those who make the

laws under which, as good citizens, we must live.

Other rights, even the most basic, are illusory if the

right to vote is undermined.

Wesberry v. Sanders, 376 U.S. 1, 17, 84 S.Ct. 526, 535, 11 L.Ed.2d 481 (1964).

Because the right to vote is “of the most fundamental significance under our
constitutional structure,” it requires that qualified voters be able to cast their votes

“effectively.” Council of Alternative Political Parties v. Hooks, 179 F.3d 64, 70 (3d Cir.

1999). Infringement of the fundamental constitutional right to vote cannot be

countenanced. See, e.q., Rockefeller v. Powers, 917 F.Supp. 155 (E.D.N.Y.), aff'd, 78

F.3d 44 (2d Cir.1996) (overturning state election practice as contrary to right to vote).
Any regulation by the State of the electoral process must therefore comply with the

limits imposed by the First and Fourteenth Amendments. Council of Alternative Political

Parties, supra.

It follows that a denial of the fundamental right to vote and to participate in an

election is an irreparable injury that can be enjoined by this Court as a remedy under
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§1983. United States v. Berks County, Pennsylvania, 277 F.Supp.2d 570, 578

(E.D.Pa. 2003) (loss of right to participate in election was irreparable injury justifying
enjoining Pennsylvania county from implementing voting procedures that violated Voting

Rights Act of 1965); Valenti v. Mitchell, 790 F.Supp.534, 542 (E.D.Pa), affd, 962 F.2d

288 (3d Cir. 1992) (denial of right to participate in election was irreparable injury that
warranted enjoining Pennsylvania state officials from enforcing abbreviated filing

deadlines in violation of 14™ Amendment). See Jolly v. Coughlin, 76 F.3d 468, 482 (2d

Cir.1996) (alleged violation of a constitutional right triggers a finding of irreparable

injury).

B. Irreparable Harm from Chaos on Election Day

In addition to Plaintiffs’ irreparable injury from being deprived of their voting
rights, there is unmistakable irreparable harm facing Plaintiffs and all other voters of
Allegheny County forced to wrestle with a new, two-tiered voting system on Election
Day. Defendants’ rush to comply with HAVA will actually thwart the purpose of that
statute: to help Americans vote and to have those votes counted as cast. The
legislative history of HAVA expressly states that a rush to implement new voting
technology would lead to disaster. A report by the congressional Committee on House
Administration stated: “As the Committee learned more about the production capability
of the voting machine industry, the timelines and procurement processes counties and
states must go through to award contracts to voting-machine vendors, and the huge
costs involved, the Committee decided that an aggressive deadline might cause more

serious problems than it would solve.” Exh. 23 at 41 (H. Rep. 107-329). And as
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explained supra, p. 5, the federal government itself has caused numerous delays in the
implementation of HAVA making the current deadlines aggressive indeed.

The combination of new machines, an electorate uneducated in their use, and
poll and election workers untrained in their operation promises a “perfect storm” of voter
disenfranchisement. Even worse, these barriers to voting (and to having votes count)
will fall disproportionately on the poorest, least-educated and least-computer-literate
voters in Allegheny County:

e There will be only a fraction of the 4,700 iVotronic machines which the County
claims it needs, resulting in long lines and voter delays;

e The many options which must be configured properly at each of more than
1,300 polling places ensures that some machines will not be configured
properly (or there will be delays or errors in set-up, causing some voters to
lose the right to vote);

e Poll workers will have no training on either the iVotronic voting machine or the
“back-up” optical scanner, causing machine breakdowns and delays;

« Election officials and poll workers will not be prepared to assist voters with the
new technologies, to rectify voters’ inevitable mistakes on unfamiliar voting
systems, or to recognize and address voting system malfunctions;

e Voters will be uneducated and ill-informed on the operation of either of the
two new voting systems being implemented, causing errors, frustration, and
confusion;

e Voters will not be prepared for the change from the full-face ballot used for 40
years to a scroll-through ballot where only one race at a time is displayed,
and will not be able to cast their votes accurately;

e The absence of sufficient procedural and substantive safeguards to protect
the integrity of the backup paper ballots, as well as other security and
tampering concerns, means a total loss of confidence by voters in the election
process; and

e Voting systems will not be accessible to voters with disabilities.
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This litany of horrors is not only the prediction of Plaintiffs and other experienced
observers such as Frederick Voigt, but has been confirmed by the very Allegheny
County decision-makers responsible for the change. A “catastrophe” on election day
has been forecast by John DeFazio, a member of the three-person Board of Elections
for Allegheny County who voted for the new voting system. “It's impossible to get
everyone trained. It's going to be a mess,” according to Mr. DeFazio. Exh. 2. As
discussed earlier, the state Director of the Office of Policy for the Secretary of State has
testified that trying to implement two different voting systems on Election Day would be
“incomprehensible” and “the opportunity for error would, would increase.” Exh. 14 at 29,
31. Allegheny County’'s own Elections Division Manger has testified that with a two-
system voting process, “You'd have voter confusion on election day.” Id. at 90.

The Third Circuit has recognized that injunctive relief is appropriate when voters
are “effectively deprived” of their “ability to cast a legal vote” in violation of the Due
Process Clause. Marks, supra, 19 F.3d at 889. In that case, the Third Circuit affirmed
an extraordinary injunction forbidding the supposedly winning candidate from taking
office, due to substantial irregularities in the election. The trial court had relied upon
evidence that the irregularities violated the First Amendment as well as the Equal
Protection and the Due Process Clauses of the Fourteenth Amendment. 1d. at 878.
Here too, the “broad-gauged unfairness,” id. at 886-87, of Defendants’ Plan “E” will
cause Plaintiffs, and other County voters, irreparable injury to their rights under the Due
Process Clause of the Fifth and Fourteenth Amendments.

In addition, the security, training, and implementation deficiencies of Defendants’

recently-hatched plan for the May election, as well as the likely confusion and abuse
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that will attend use of the iVotronic voting machines will cause irreparable harm to
Plaintiffs’ rights under the Equal Protection Clause of the 14™ Amendment. The
resulting chaos will mean disparate treatment of votes cast (or attempted to be cast) in
Allegheny County compared with voters in jurisdictions in the State that use HAVA-
compliant voting machines and/or avoid last-minute changes to their voting systems.

In sum, the record establishes the strong likelihood of chaos on Election Day if
Defendants proceed with their ill-conceived plan of implementing two illegal and
untested voting systems for the May 16 primary. This chaos will surely work to deprive
Plaintiffs of their statutory and constitutional voting rights, which constitutes irreparable
harm for purposes of Rule 65.

C. Irreparable Harm from Lack of Security

Additional irreparable harm will flow from the danger of tampering, which these
new voting machines present. Indeed, the National Election Commission Report,
headed by former President Jimmy Carter and former Secretary of State James A.
Baker Ill, stated that this harm is the greatest current threat from electronic voting
systems:

The greater threat to most systems comes not from
external hackers, but from insiders who have direct
access to the machines. Software can be modified
maliciously before being installed into individual
voting machines. There is no reason to trust
insiders in the election industry any more than in
other industries, such as gambling, where
sophisticated insider fraud has occurred despite
extraordinary measures to prevent it.

Exh. 21 at 28.
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These concerns are shared by all the major independent authorities who have
considered election security, including the Government Accountability Office, Exh. 24;
the National Academy of Sciences’ Committee on a Framework for Understanding
Electronic Voting, co-chaired by former Governors Richard Celeste and Dick
Thornburgh, Exh. 25; and ACCURATE, a multi-institution, academic research project
funded by the National Science Foundation’s “CyberTrust Program.” Exh. 26.

These security concerns arise from the fact that privately-held companies, like
ES&S, use proprietary software and trade-secret source code that are the antithesis of
the open and transparent elections necessary to inspire voter confidence. When a voter
uses a DRE, there is no visible or inherent connection between the casting of the vote
and the recording of the vote, unlike a paper ballot or mechanical pull-lever device.
Instead, the voting system’s recording of the vote is entirely at the discretion of the
software (and the benevolence of the programmer who developed it). As the Baker-
Carter Report noted, the software can be manipulated and the outcome of the election
can be altered without a trace by a single malicious insider or hacker. See also

“Frequently Asked Questions About DRE Voting Systems,” http://www.verified-

voting.org/article.php?id=5018, Exh. 29. Accordingly, all electronic voting systems

software must be rigorously screened and tested to ensure that the software does not,
intentionally or through error, misrecord votes.

Because less than five weeks remain before the May primaries, there is not
enough time to perform this rigorous screening and testing. Allegheny County’s

extreme haste in purchasing and deploying the iVotronic voting machines has
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foreclosed this possibility."* And this risk is compounded by the fact that Plan “E”
proposes to put even newer versions of software — for the “sip and puff’ accessibility

attachment — into the iVotronics in the next few weeks. An injunction would give

Defendants additional time to address this profound security concern.

A study of the iVotronic voting system done for the Ohio Secretary of State also
found “significant security issues, which left unmitigated would provide an opportunity
for an attacker to disrupt the election process or throw the election results into
question.” Exh. 27 at 135. These security risks include:

a. the lack of encryption to protect election data transmitted to and from
the iVotronic device;

b. passwords for the iVotronic device being “hard coded” permitting every
iVotronic machine to be accessed by unauthorized persons using one of
two different passwords; and

c. arisk of multiple counting of votes because the Unity software allows a
user to use an “ADD TO” function that does not detect when results
from a DRE are added more than once to a precinct’s totals.

Id. The ES&S iVotronic is thus easily susceptible to hacking and tampering by both
insiders and outsiders, and the rushed and chaotic adoption of the machines will, of
necessity, result in reduced security and increase the opportunities for electoral fraud.
These inherent risks from DRE machines are magnified here by legitimate
concerns about the iVotronic’s manufacturer, ES&S. ES&S is a subsidiary of the
McCarthy Group, Inc., a private company with undisclosed ownership. ES&S itself has
long-standing and strong connections to Republican officeholders, including Senator

Chuck Hagel, a likely 2008 Republican Presidential candidate. Senator Hagel was the

chief executive officer of ES&S’s predecessor, American Information Systems, before

14 The difficulty of proper screening and testing of the Unity software is deepened by the

fact that it is a “very complex system.” Exh. 1 at 8.
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he resigned to run successfully for the U.S. Senate. Senator Hagel continues to own a
multi-million dollar interest in the McCarthy Group; that company’'s CEO, Michael
McCarthy, has served as Senator Hagel's campaign treasurer in both his 1996 and
2002 elections. Exh. 19.

Outside Nebraska, ES&S’s parent has contributed money to the Sandhills PAC,
which contributed money to Rick Santorum, the Senate Republican incumbent for
Pennsylvania, who will be on the May 16 primary ballot in Allegheny County. According
to campaign contribution reports, in the past three election cycles, Mr. McCarthy and his
wife contributed substantial sums of money to Republican candidates and absolutely
nothing to Democrats. Exh. 20. In short, the present and past owners and managers of
the company that manufactures the iVotronic are deeply immersed in partisan politics.

Strong partisan ties, combined with a lack of transparency regarding the
ownership of ES&S, will lead to well-founded public questions about the integrity of the
voting process, which in turn will diminish voters’ confidence in that process. Indeed,
the Allegheny County Council recognized precisely this risk when it urged the Board of
Elections to reject the proposed contract with Diebold, which has a similar record of
partisanship, just two months ago. Exh. 28-F.

In sum, the threat to Plaintiffs’ voting rights is real and irreparable. The threat to
an orderly election on May 16 is immediate and certain. This situation cries out for
injunctive relief to stop this deprivation of rights, and to preserve the status quo until a
more thoughtful and considered solution to replacing Allegheny County’s existing lever

system can be implemented.
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Il DEFENDANTS WILL SUFFER NO HARM IF AN INJUNCTION ISSUES

Defendants cannot show that they will suffer any harm if the requested injunction
issues. Indeed, an injunction will spare Defendants the expense, burden, and time of
attempting three almost Sisyphean tasks: (1) Installing and properly configuring two
new types of voting machines in more than 1,300 voting places across the County; (2)
training thousands of poll workers on how to safely and legally use both new devices;
and (3) educating more than 870,000 registered voters about proper use of the
machines. The injunction would also spare the County untold expenses associated with
the certain chaos that will likely ensue if these unproven machines are used. |If
anything, therefore, an injunction could prove a financial benefit for Allegheny County
and the State.

The only “harm” that Defendants may point to if an injunction issues is the
potential loss of the $12 million federal HAVA subsidy for the iVotronic machines. This
“loss” is nothing of the sort. First, it is not a loss to Allegheny County because the
money is not Allegheny County’s to begin with, but federal funds, appropriated pursuant
to statute for a particular purpose, not an unrestricted grant to the County itself. If not
used for the purchase of iVotronic machines, these federal funds presumably will be
available to other jurisdictions (in Pennsylvania or elsewhere) to purchase truly HAVA-
compliant voting machines, or will be returned to the federal treasury. Such a
redistribution of federal funds from an illegal and non-compliant use in Allegheny County
to compliant uses elsewhere or to the federal treasury can hardly be deemed a “loss” to

anyone.
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Moreover, the money is not part of a general grant of funds to Allegheny County
but a directed subsidy from the federal government applicable only to the purchase of
HAVA-Compliant machines. Because the iVotronic voting machines as designed and
delivered to Allegheny County are not HAVA-compliant, see pp. 46-49, supra, the
County is not entitled to HAVA funds for their purchase. At the very least, the County’s
claim on this money is tenuous and insufficient to counter the real, irreparable harm
Plaintiffs will suffer from being disenfranchised.

In addition, the threat of lost federal funds may be wholly illusory, as the federal
defendants herein — Assistant Attorney General Kim and Attorney General Gonzales —
have taken a very different approach to the same issues in the State of New York. In

that case, United States v. New York Board of Elections, No. 06-Civ-0263 (N.D.N.Y.),

New York similarly faced a deadline for new machines, albeit a much later one for a

September 2006 primary — five months, not five weeks away. There, however,

attorneys for the Department of Justice informed the federal court in a March 13, 2006
letter that the Department “does not expect the impossible,” and that the Department
expects only that what New York “can reasonably get done before the 2006 federal
elections should be done.” Exh. 22.

There is no basis, rational or otherwise, for the starkly different positions taken by
the Department of Justice in New York (where only “reasonable efforts” are expected
before a September 2006 primary) and Pennsylvania, where the Department of Justice
has threatened to file suit if radical changes are not made for a primary election which
will take place four months sooner. In short, if Defendants Kim and Gonzales have

promised not to withdraw HAVA funding for New York for taking the necessary time to
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implement HAVA's requirements properly, they can promise to do the same for
Allegheny County, or be enjoined from doing otherwise, which is the relief sought in
Count VI.

In any event, the possible loss of a HAVA subsidy is not the type of “harm”
cognizable in a preliminary injunction situation, for there can never be any “harm” from

being required to obey the law. Spencer v. Blackwell, 347 F.Supp.2d 528, 538 (S.D.

Ohio 2004) (no substantial harm to others can be said to inhere in the enjoinment of
unconstitutional voting restrictions). Any perceived “loss” by the County is also more
than outweighed by the certain and irreparable harm occasioned by a deprivation of
constitutional rights. See Berks, 277 F.Supp.2d at 582 (any minor harm to state and
local election officials occasioned by an injunction requiring their compliance with the
law is far outweighed by plaintiff's important fundamental voting rights); Johnson v.

Halifax County, 594 F.Supp. 161, 171 (E.D.N.C. 1984) (administrative and financial

burdens on defendant not undue in light of irreparable harm caused by unequal
opportunity to participate in county election).

In short, the harm to Defendants from issuance of an injunction will be non-
existent or negligible. As for the balance of harms, therefore, this factor weighs
conclusively in favor of Plaintiffs.

V. AN INJUNCTION WOULD BE IN THE PUBLIC INTEREST

The public interest is always served by obedience to the law. Charles H. Wesley

Educ. Foundation, Inc. v. Cox, 324 F.Supp.2d 1358, 1369 (N.D.Ga. 2004), aff'd, 408

F.3d 1349 (11th Cir. 2005) (“[o]rdering the state to comply with a valid federal [election]

statute is most assuredly in the public interest”). In this case, the public interest factor is
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thus coextensive with the likelihood of Plaintiffs’ success on the merits of their statutory
and constitutional claims. Having established the illegality under HAVA of the iVotronic
voting machines, Plaintiffs have also established that the public interest is served by

compliance with the law. See Mayhew v. Cohen, 604 F.Supp. 850, 860 (E.D. Pa.1984)

(following the law, which itself balances the private and state interests at stake, means
that success on legal claims will determine public interest factor in deciding motion for
injunctive relief).

The public interest is especially served by an injunction which will insure that
qualified voters will be able to cast their vote on May 16, and have those votes counted.

See Valenti, supra, 790 F.Supp. at 548 (public interest is served by ensuring that

access to the government, through access to the ballot, is open to all); Berks, supra,
277 F.Supp.2d at 582 (public interest served by permanent injunction that required
compliance with the Voting Rights Act).

The public interest is also surely served by avoiding the confusion, chaos and
lack of confidence in the election results that will flow from Defendants’ unwise, illegal
and imprudent rush to implement their Rube Goldberg-like system using two different
voting systems, manned by poll or election workers untrained in their operation. Rather,
the public interest here lies in leaving in place an existing, functioning voting system that

has worked well for 40 years until a proven, lawful system can replace it. See Maryland

Undercoating Co., Inc. v. Payne, 603 F.2d 477, 481 (4th Cir. 1979) (when weighing

factors for entry of preliminary injunction, the public interest lies in preserving the status

guo ante litem until the merits of a serious controversy can be fully considered).
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The public interest will unquestionably be served by retaining for the May 16
election the system Allegheny County has successfully used for the last 40 years. That
system, a lever system, mechanically records the votes cast according to the voter’s
choice. Election workers in Allegheny County are fully trained on the operation of the
existing lever machines. The vast majority of Allegheny County voters are familiar with
and comfortable using these machines. Switching to a new DRE voting system at the
last minute, with no meaningful voter education, is bound to cause massive confusion
on the part of voters on Election Day.

This confusion will be exacerbated because the County will be switching from a
“full-face” ballot system that has been used for 40 years to a scrolling ballot (where only
one race is displayed at a time). Exh. 18 1 7-8 (Voigt Declaration). Voters will
therefore not only have to grapple with the new technology of a DRE compared to the
lever system they are used to, but they will have to contend with the substantial change
from a “full-face” to “single-race” ballot form. For voters with 40 years of experience
viewing, analyzing, and reviewing their entire ballot when casting their votes, this
change will add to the already chaotic nature of the election.

The public interest thus strongly favors issuance of an injunction that ensures
that the replacement of Allegheny County’'s lever voting machines with any new
electronic voting system is done properly, legally, and with adequate training and voter
education to prevent an election catastrophe.

CONCLUSION

This Court should issue a preliminary injunction to enjoin use of the iVotronic

voting machines and the M650 Optical Scan central count tabulator in the May 16, 2006
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primary election and maintain the status quo of the existing, proven 40-year old pull-

lever system.

Dated: April 18, 2006 /s/ Harry Litman
Harry Litman, Esquire
PA Bar No. 51634
Litman Law Firm
One Oxford Centre
301 Grant Street
34" Floor
Pittsburgh, Pennsylvania 15219
(412) 456-2000

harry.litman@verizon.net

/sl Thomas J. Farrell
Thomas J. Farrell, Esquire
PA Bar No. 48976
Jay K. Reisinger, Esquire
PA Bar No. 78743
Valerie A. Antonette, Esquire
PA Bar No. 93407
Reich, Alexander, Reisinger & Farrell, LLC
1000 Koppers Building
436 Seventh Avenue
Pittsburgh, Pennsylvania 15219-1827

(412) 391-3700
tfarrell@reichalexander.com
jreisinger@reichalexander.com
vantonette@reichalexander.com

/sl Gregory Harvey
Gregory M. Harvey, Esquire
PA Bar No. 04445
Montgomery, McCracken,
Walker & Rhoads, LLP
123 South Broad Street
Philadelphia, Pennsylvania 19109-1099
(215) 772-7684

gharvey@mmwr.com
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/s Norman |. Eisen
Norman I. Eisen
[Pro Hac Vice application pending]
Eleanor H. Smith
[Pro Hac Vice application pending]
Zuckerman Spaeder LLP
1800 M Street, N.W.
Suite 1000
Washington, D.C. 20036-5802
(202) 778-1800

neisen@zuckerman.com
esmith@zuckerman.com

/s/_Martin S. Himeles, Jr.
Martin S. Himeles, Jr., Esquire
[Pro Hac Vice application pending]
Cyril V. Smith, Esquire
[Pro Hac Vice application pending]
Zuckerman Spaeder LLP
100 East Pratt Street
Suite 2440
Baltimore, Maryland 21202

(410) 332-0444
mhimeles@zuckerman.com
csmith@zuckerman.com

Attorneys for Plaintiffs

/s/ Elliot M. Mincberg
Elliot M. Mincberg, Esquire
[Pro Hac Vice application pending]
People For the American Way Foundation
2000 M Street N.W. #400
Washington, D.C. 20036
(202) 467- 4999

emincberg@pfaw.org

Co-counsel for Plaintiff PFAW
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CERTIFICATE OF SERVICE

| hereby certify that a true and correct copy of the foregoing Memorandum In
Support of Motion For Preliminary Injunction was served by e-mail and/or hand delivery,

upon the following counsel this 18" day of April, 2006.

Michael Woijcik, Esquire

Solicitor

Allegheny County Law Department
300 Fort Pitt Commons

445 Fort Pitt Blvd

Pittsburgh, PA 15219

Mark A. Aronchick

Shawn Weede

Hangley Aronchick Segal & Pudlin
One Logan Square

18th & Cherry Streets

27th Floor

Philadelphia, PA 19103-6933

Richard Dellheim

Chris Herren

Voting Section

Civil Rights Division

Room 7254 - NWB
Department of Justice

950 Pennsylvania Ave., N.W.
Washington, DC 20530

/s/ Valerie M. Antonette

Valerie M. Antonette, Esquire

68



