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IN THE COMMONWEALTH COURT OF PENNSYLVANIA

Tom Lingenfelter, individually and as

a candidate for State Senator in the 2006
Democratic Primary .

Bill O'Neill, individually and as a

Candidate for State Representative in the 2006
Repubhcan Primary : £

- DOCKET NO:

Plaintiffs
v.

Pedro Cortes, Secretary of the Commonwealth : 3%

of Pennsylvania, :

Defendant : W
L

PETITION FOR REVIEW IN THE NATURE OF A DECLARATORY
JUDGMENT :

NOTICE TO PLEAD,
Respondent is hereby notified to plead to this Petition for Review
within twenty (20) days from service hereof or a defanlt judgment

may be entered against you.

INTRODUCTION .

This is an action brought by candidates for state office from both major political .
pames seeking a declaration that the certification of Direct Reporting Electronic [DRE] i
voting systems, a/k/a computerized voting machines, by the Commonwealth of ;
Pennsylvania was arbitrary and capricious because the Defendant Cortes applied
inconsistent standards to different computerized voting machines in violation of the
Pennsylvania Election Code, 25 P.S. § 3031.1 et seq. The certification of DRE voting
systems which lack a voter verified paper ballot and which contain insecure computer
code violates plaintiffs’ right to vote under the Pennsylvania Constitution, Article VII,
Pennsylvania law, 25 P.S. §3031.7(12) and the United States Constitution, 14™
‘Amendment { See: Reynolds v. Sims, 377 U,S, 533, 556 (1964), Ex partc Yarbrough,
110 U.S. 651, 662 (1884), United States v. Classic, 313 U.S. 299, 314-15 g941) and
United States v. Mosley, 238 U.S. 383.] and plaintiffs’ Federal, 1“ and 14
Amendment and Commonwealth, Article One, Section 5, Constitutional right to seek
public office in 2006
Plaintiffs seek to enjoin and restrain the Defendant Cortes and his agents and
employées from ‘interfering with the May 16, 2006 Pennsylvania Primary Election in
Bucks County and throughout the Commonwealth in that defendant hes failed to properly
certify new types of election machiae for the voting process.
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JURISDICTIONAL STATMENT

. This Court has original jurisdiction over this Petition for Review pursuant to 42

Pa. C.S. § 761(a). This Petition for Review is addressed to the Court’s original
jurisdiction and is in the nature of a Complaint for Declatatory Judgment as to the
constitutionality of the certification process utilized by Defendant Cortes. This
court also has jurisdiction under 42 U.S.C. § 1983.
Under the Declaratory Judgment Acts, 42 Pa. C.S. §§ 7531-7541, this Court has
the authority “to declare rights, status, and other legal regulations whether or not
further relief is or could be claimed.... The declaration may be either affirmative
or negative in form and effect, and such declaration shall have the force and effect
of a final judgment or decree.” 42 Pa. C.S. § 7532.

PARTIES
Plaintiff Tom Lingenfelter is a citizen of the United States, a resident of Bucks
County and a registered voter who has voted in past elections and fully intends to
vote in the May 16, 2006 Pennsylvania Primary Election. Plamuﬁ’ also intends to
seek the Democratic Party nomination for State Senator in the 10" District that is
wholly contained within Bucks County. Plaintiff was previously a candidate for
federal office including United States Congress and United States Senator, state
office including State Senate and county office including County Controller and
County Commissioner. _
Plaintiff Bill O”Neill is a citizen of the Umted States, a resident of Bucks Coumy
and & registered voter who has voted in past elections and fully intends to vote in
the May 16, 2006 Pennsylvania Primary Election. Plaintiff also intends to seek the
Republican Party nomination for State Representative in the 178" District that is
wholly contained within Bucks County. Plaintiff was previously a candidate for
state and county office including state representative, county conumissioner and
county controller.
Defendant Pedro Cortes is sued in his individual capacity and as the Secretary of
the Commonwealth with offices in North Office Building, Harrisburg and State

~ Office Building, 1400 Spring Garden Street, Philadelphia, Pennsylvania.

8.

FACTS
In response 1o shortcomings in the nation's electoral systems revealed by the 2000
election, Congress enacted the Help America Vote Act 02002 (LAVA), 42
U.8.C. 15301 et seq. The legislation purports to improve the administration of
elections in the United States, primarily through three means:
1. creating 4 new federal agency to serve as a clearinghouse for election
administration information;.
2. providing funds to states to improve election administration and replace
outdated voting systems; and
3. creating minimum standards for states to follow in several key areas of
election administration. See:

http://www.usdoj.gov/crt/voting/hava/bava.html

HAVA specifically accepts “lever voting systems” as a means of voting

compliant with the Act. 42 USC §15481 (a)(1)(A)-
Bucks County and 23 other Pennsylvania Counties curreptly use “Jever voting

gystems” to conduct their local, state and federal elections.
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9. On July 13, 2003 Defendant Cortes submitted the Commonwealth’s State Plan to
the Unijted States Election Assistance Commission. On page 12 of the State Plan,
the Commonwealth stated: “Because HAVA requires that all voting systems have
a manual audit capacity, the 24 counties now using lever machines must replace
them” (emphasis added in the original).

10. The Commonwealth’s interpretation of HAVA, vis a vis, lever voting systems is
erroneous on its face, 42 USC §15481 (a)(1)(A).

11. On August 1, 2003, Defendant Cortes published, “What Constitutes & Vote” in
the Pennsylvania Bulletin, 33 Pa.B. 3935, wherein he includes paper ballots,
optical scan elecironic voting systems, punch card electronic voting systems,
direct recording electronic (DRE) voting systems and lever machine voting -

systems (Emphasis added). http://www.pabulletin.com/secure/data/vol33/33-

31/1538.html
12. Defendant Cortes cannot have it both ways, Two weeks after advising the EAC,

and all 67 county boards of elections, that Pennsylvania will replace its lever
voting systems, which Plaintiffs believe is contraindicated by the very words of
HAVA, 42 USC §15481 (a)(1)(A), Cortes says the exact opposite to the citizens
of the Commonwealth in the Pennsylvania Bulletin.

13. 25 P.S. §3031.5 requires all electronic voting systems to be examined and
approved by the Secretary of the Commonwealth before use in any election in
Pennsylvania election. Pursuant to that authority, Defendant Cortes, without
promulgating regulations, has set arbitrary and capricious standards and has
conducted tests and certified some electronic machines and denied certification to
other machines. See: Pennsylvania Department of State, Voting System
Examination Schedule and Certification Status Information,

http://www.hava, state, pa.us’/hava/lib/hava/votingsystemexamination/evs _exa
mination schedule and status_information.pdf and

Exammatlon Reports Issued by the Secretary of the Commonwealth,

14. Upon information and behef only ope of the machmcs certified by the Defendant
provides for a voter verified paper ballot.

. 15, Upon information and belief, Governor Rendell, the Pennsylvania Democratic

Committee and the Pennsylvania Republican Committee favor systems that

provide a voter verified paper ballot in the event there is a need fora

recount/recanvass.

16. Only a voting system with a voter verified paper ballot could provide a
meaningful guarantee of Plaintiffs’ constitutional right to vote,

17. Upon information and belief, only one of the machines that have been certified
produce any tangible record that is absolutely necessary for a recount
/ recanvass of 'voting by precinct or machine.

18. Upon information and belief, Plaintiffs are aware that the machines certified by
the Defendant have proven to be unreliable and have serious security issues based
upon actual elections that have been conducted in other state jurisdictions and

countries outside of North America.

RECEIVED TIME JAN. 17 2:31PM

— T e —_— _



- Case 2:06-cv-00481-GLL  Document 70-9  Filed 04/25/2006 ~ Page 4 of 11

19. Upon information and belief, Defendant has no pubhshed standards for the testing

and certifying of electronic voting systems that guarantee the security of the ballot -

cast by a voter.
20. Failure 1o incorporate strong security controls violates section 1107A-(12) of the

Pennsylvania Election Code, 25 P.S. §3031.7(12), relating to ballot security
measures
21. Upon information and belief, Defendant recently conducted a test of a certain
voting system and for the first time introduced the concept of “hacking”. The
December 22, 2005 certification report issued by the defendant,
http://www.hava.state. pa.us/hava/lib/hava/votingsystemexamination/diebold
report 122205.pdf states, inter alia:

In June 2005, Finnish security expert Harri Hursti demonstrated that
the memory card used in the AccuVote OS units can contain executable
code, and furthermore, the scanners will execute the code if it is
present. Hursti was able to use this fact 10 program a memory card so

- that it (1) contained counters that were not zero and, in fact, had
counters with negative vote totals; (2) produced a zero tape
nonetheless; and (3) used the negative counter values to subtract
votes from candidates and positive counter values to add votes to
candidates, which resulted in a complete manipulation of the
election. Note that if the sum of the negative and positive counter
values are zero, the total number of votes tallied will exabtly match
the total number cast, and nothing will appear to be amiss. Hursti
was able to disguise the behavior so it would not be detected in pre-
election testing. (A manual recount would reveal this)
One of the conditions that allowed the Hursti programming to be
performed is the ability to program a zero report that does not even
look at the counters that are supposed to be zero. A fix would be a
hard core zexo into the OS firmware so that there is assurance that
the counters are actually being examined and displayed.

Id., at p. 7.

22. Upon information and belief, this new and valuable “hacking” security standard
~was not used to test any of the previously certified machines. .

23. In September 2005, the United States General Accountability Office (GAO)
issued a report entitled “Federal Efforts to Improve Security and Reliability of
Electronic Voting Systems Are Underway but Key Activities Need To Be
Completed.” See: http://www.gno.gov/new.itemns/d05956.pdf

24. GAO found that "significant concerns about the security and reliability of
electronic voting systems” have been raised (p. 22).

25. GAO indicated "some of these concerns have been realized and have caused

problems with recent elections, resulting in the loss and miscount of votes" (p.:
23) _

26, According 1o GAO, “electxon officials, computer security experts, ¢itizen

advocacy groups, and others have raised significant concerns about the security

and reliability of electronic voting systems, citing instances of weak security
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controls, system design flaws, inadequate system version control, inadequate
security testing, incorrect system conﬁguration, poor security management, and
vague or mcomplete standards, among other issues. ... The security and reliability
concerns raised in recent reports merit the focused attentlon of federal, state, and
local authorities responsible for election administration” (p. 22-23). .

27. GAO concluded "these weaknesses could damage the integrity of ballots, votes,
and voting system software by allowing unauthorized modifications (p. 25).

28. According to GAO, "in the event of lax supervision, the ... flaws could allow
unauthorized personnel to disrupt operations or modify data and programs that are
crucial to the accuracy and integrity of the voting process” (p. 26).

29. GAO identified basic problems with the physical hardware of electronic vonng
machines. Example of problems reported by GAO included locks that could be
easily picked or were all controlled by the same keys, and unprotected switches
used to turn machines on and off that could easily be used to disrupt the voting
process (p. 27).

30. GAO reported a number of concerns about the practices of voting machine
vendors, including the failure to conduct background checks on programmers and
system developers, the lack of internal security protocols during software
development, and the failure to establish clear chain of custody procedures for
handling and transporting software (p. 29).

. 31. Upon information and belief, Defendant Cortes has not heeded the security and
reliability concerns raised in recent reports that merit the focused attention of
authorities responsible for election administration.

32, On September 8, 2005, the EAC issued an advisory
[http://www.eac. gov/docs/EAC%ZﬂAdvisory%ZOﬂS-OOS pdf ] wherein it notes
that HAVA does not outlaw the use of “Jever machines™ per se. The advisory then
goes on to suggest that the lever voting system does not comply with HAVA in
direct contradiction to the explicit direction of Congress on that point. See: 42
USC §15481 (a)(1)(A).

33. The EAC advisory is not a federal regulation. It purports to be an “advxsory"
opinion. It has neither the force of law nor regulation.

34, The EAC advisory improperly mixes the terms “lever m:whmes” and “lever
voting system”.

35. The Bucks County Commissioners and other Pennsylvama County
Commissioners are seeking to replace the current lever voting system with some
other system, certified by defendant Cortes, for use in the May 16, 2006
Pennsylvania Primary Election.

36. Upon information and belief, the arbitrary and capricious certification process
used by the Defendant has not taken into account the security necessary to comply
with Pennsylvania Election Law, 25 P.S. §3031.7(12).

37. Upon information and belief, the machines that have previously been certified are

- all capable of being hacked.

38. There is no meaningful guarantee that Plaintiffs’ individual vote or the votes of
Lingenfelter and O’Neill supporters and voters ino May 16 Pennsylvania Primary
Election will be recorded, counted and reported fully and accurately with proof
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should the current lever voting system used in Bucks County be replaced in haste
with an electronic system of dubious security, credibility and reliability. :

39. Electoral chaos in the May 16, 2006 Pennsylvania Primary Election is guaranteed

by the demand of the Federal Government for Pennsylvania to comply with
HAVA by January 1, 2006. '

40. The GAO report lists serious and unanswered concemns, which are shared by the

Plaintiffs herein, other government entities, various state and local officials, and

" go to the very integrity of the vote to be cast by the Plaintiffs on May 16, 2006.
41.

Undeniably the Constitution of the United States protects the right of all qualified
citizens to vote, in state as well as in federal elections. A consistent line of
decisions by the Supreme Court in cases involving attempts to deny or restrict the
right of suffrage has made this indelibly clear. It has been repeatedly recognized
that all qualified voters have a constitutiopally protected right to vote, Ex parte
Yarbrough, 110 U.S, 651, and to have their votes counted, United States v. Mosley,
238 U.S. 383. In Mosley the Court stated that it is "as equally unguestionable that

the right to have one's vote counted is as open to protection . .. as the right to put

a ballot in a box." 238 U.S., at 386. The right to vote can neither be denied
outright, Guinn v. United States, 238 U.S, 347, Lane v. Wilson, 307 U.S. 268, nor
destroyed by alteration of ballots, see United States v. Classic, 313 1.8, 200, 315,
nor diluted by ballot-box stuffing, Ex parte Siebold, 100.U.8. 371, United States v.
Saylor, 322 U.S. 385. As the Court stated in Classic, "Obviously included within
the right to choose, secured by the Constitution, is the right of qualified voters
within a state to cast their ballots and have them counted .. .." 313 U.S,, at 3135.
And history has seen a continuing expansion of the scope of the right of suffrage
in this country. The right to vote freely for the candidate of one's choice is of the
essence of & democratic society, and any restrictions on that right strike at the
heart of representative government. And the right of suffrage can be denied by a
debasement or dilution of the weight of a citizen's vote just as effectively as by
wholly prohibiting the free exercise of the franchise.

42, Plaintiffs’ civil and constitutional rights to vote are violated by Defendant’s

arbitrary and capricious process to certify election systems, Jack of uniform
standards and total failure to comply with Pennsylvania Election Law, 25 P.

Sl
§3031.7(12).dealing with adequate computer security measures. :
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COUNT ONE - DENIAL OF ALL PLAINTIFFS’ CIVIL AND
CONSTITUTIONAL RIGHT TO VOTE AND HAVE THAT VOTE
RECORDED, COUNTED AND REPORTED FULLY AND ACCURATELY

43. Plaintiffs Lingenfelter and O’Neill incorporate paragraphs 1 to 42 as if set forth
fully herein. , ' ‘

44. Defendant Cortes in direct violation of HAVA, the Pennsylvania Constitution
and Statutes, his own Notice of August 1, 2003, “What Constitutes a Vote”
found in. the Pennsylvania Bulletin, 33 Pa.B. 3935, has effectively ordered lever
voting system counties, including Bucks County, to replace their machines to
purportedly comply with HAVA.

45. Defendant Cortes and his agents and employees have conducted faulty
certification tests of machines and systems because the tests are not based on any
uniform set of criteria for testing voting systems. The Secretary has certified
vatious systeras without fully checking on their reliability and security. The
Secretary’s actions with régard to certifying machines are arbitrary and
capricious.

46. Defendant Cortes and his agents and employees have certified only one system
which utilizes a voter verified paper ballot.

47. Defendant Cortes and his agents and employees have ignored reliable information
from other jurisdictions that have clearly shown the security and other
insurmountable problems with electronic voting systems that Defendant has

_ certified as acceptable in Pennsylvania,

48. The Federal Government bas failed to provide a standard guideline that would
apply in all the states for purposes of federal elections.

49. Defendant Cortes in an arbitrary and capricious manner has certified election
systems in clear violation of the mandates of the Pennsylvania Election Law,

50. The failure of the Federal government and the Commonwealth. of Pennsylvania to
properly set standards, test and certify voting systems. denies Plaintiffs equal
protection of the law under the 14™ Amendment in that it deprives Pennsylvania
voters, candidates and their voting supporters of the right to vote and have their
votes recorded, counted and reported fully and accurately with proof in the May
16 Pennsylvania Primary Election.

51. Plaintiffs will be irreparably harmed if the lever voting system in Bucks County is
replaced with any of the improperly certified systems.

- 52. There is no adequate remedy at law.

WHERFORE, Plaintiffs respectfully request that this Honorable Court: .
(1). Enter judgment in their favor and against Defendant Cortes and restrain and

_ enjoin Defendant from compelling Bucks County Commissioners and all other
similarly situated county commissioners and/ or boards of elections to replace the

 lever voting system currently in use in Bucks County or any othier similarly situated
county for the May 16, 2006 Pennsylvania Primary Election and beyond, unless and
until, the replacement voting system meets all legal requirements of federal and
Pennsylvania laws, in particular, the security requirement, and produces a voter

venified paper ballot;
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(2) Order defendant to retest all previously certified machines and to take into
account the security of the ballot and each previously certified voting systems’
susceptibility to computer “hacking”.

(3) Oxder defendant to publish uniform testing standards:

(4). Award costs of this action to plaintiffs;

(5). Award reasonable attorney-fees and costs to plaintiffs and

(6). Award such other and further relief that this Court may deem appropriate.

COUNT TWO.- DENIAL OF CIVIL AND CONSTITUTIONAL RIGHTS
OF PLAINTIFFS LINGENFELTER AND O’NEILL AS CANDIDATES
FOR PUBLIC OFFICE IN THE MAY 16, 2006 PRIMARY ELECTION

53, Plaintiffs Lingenfelter and O’Neill incorporate paragraphs 1 to 54 as if set forth
. fully herein.

54, Plaintiffs Lingenfelter and O’Neill are candidates for state public office within
their respective political parties who are seeking nominations in the May 16, 2006
Pennsylvania Primary Election.

55. Implicit in ranning for public office in the United States is the candidate’s First
and Fourteenth Amendment rights to freedom of political speech and equal
protection of the law. '

56. Defendant Bucks County Commissioners plan to replace the current lever voting
system with costly and unproven electronic machines in time for the May 16,
2006 Pennsylvania Primary Election, . - '

57. Plaintiffs herein are damaged by the arbitrary and capricious certification process
arranged by Defendant Cortes and will be damaged by the hasty and illegal
conversion from the current lever voting system to an unproven and unreliable
electronic system in that their votes and the votes of their supporters on May 16,
2006 may not be properly counted and the Plaintiffs secking public office will be
denied a free and fair clection as guaranteed by the Pennsylvania Constitution,

. Article One, Section 5, ‘ . _

58. Plaintiffs will be irreparably harmed if the lever voting system in Bucks County is
replaced with any of the improperly certified systems. :

59. There is no adequate remedy at law.

WHERFORE, Plaintiffs respectfully request that this Honorable Court:

(1). Enter judgment in their favor and against Defendant Cortes and restrain and
enjoin Defendant from compelling Bucks County Commissioners and all other
 similarly situated county commissioners and/ or boards of elections to replace the
lever voting system currently in use in Bucks County or any other similarly situated
- county for the May 16, 2006 Pennsylvania Primary Election and beyond, unless and
until, the replacement voting system meets all legal requirements of federal and

- Pennsylvania laws, in particular, the security requirement, and produces a voter
verified paper ballot;
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(2) Order defendant to retest all previously certified machines and to take into
account the security of the ballot and each previously certified voting systems’
susceptibility to computer “hacking”.
(3) Ordet defendant to publish uniform testing standards;
~ (®). Award costs of this action to plaintiffs;
~ (5)- Award reasonable atforney fees and costs to plaintiffs and ,
(6). Award such other and further relief that this Court may deem appropriate,

Respectfully submitted, °

400 Court Street
Doylestown, PA 18901
215-345-7955

R
O’Neill, Pro/Se
452 Rockville Road
Holland, Pa 18966
215-355-2107

RECETVED TIME JAN.17.  2:31PM




IN TI-),;E.COMMONWEALTH COURT OF PENNSYLVANIA

VERIFICATION

. ['hereby depose and say that the statements in the foregoing Petition are true and correct
to the best of my knowledge, information and belief.  understand that this statement is
made subject to 1'}}& penalties of 18 Pa. C. S. Sec 4904 relaring to unsworn falsification to

authorities.
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IN THE COMMONWEALTH COURT OF PENNSYLVANIA

VERIFICATION

I hereby depose and say that the statements in the foregomg Petition are true and correct
to the best of my knowledge, information and belief. I understand that this statement is
made subject to the penalties of 18 Pa. C. S, Sec 4904 relatmg to unsworm falsification to

: authontles
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