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IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

)
COMMON CAUSE GEORGIA, as an )
organization, )
)
Plaintiff, )
)
)
)
)
)
V. )  Case No. 18-cv-05102-AT
)
BRIAN KEMP, in his official capacity as )
Secretary of State of Georgia )
)
)
Defendant. )
)

DECLARATION OF FARRAH R. BERSE

FARRAH R. BERSE declares as follows:

1. I am Counsel at the firm of Paul, Weiss, Rifkind,
Wharton & Garrison LLP (“Paul, Weiss”), counsel to Plaintiff Common
Cause Georgia (“Common Cause”) in this action. I am admitted to the Bar
of the State of New York and have filed an application to be admitted pro
hac vice to appear in this case, which is pending. I submit this Declaration

in support of Common Cause’s Motion for a Temporary Restraining Order
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and Expedited Discovery.

Georgia Voter Registration System

2. My Voter Page is a website of the Georgia State
Government. It is a public interface where voters can check their voter
registration status, poll locations, and view sample ballots for the upcoming
elections.

3. It is my understanding that the registration records used
at the polls to determine whether voters are eligible to vote are created from
data in the My Voter Page system.

4. It has been publicly reported that for at least a significant
period of time prior to the November 6, 2018 general election, My Voter
Page and Georgia’s voter registration server were vulnerable to multiple
security breaches. For example, it has been reported that an individual could
access My Voter Page and click on a link to get to an insecure page, which
allowed the individual to view any file on the My Voter Page server simply
by typing the file name into the web browser. An individual could then
access any document, configuration files for the network, or cryptographic
keys. An attacker could also take advantage of this vulnerability and
download every Georgia voter’s personally-identifiable information and

change or cancel the voter registrations and data housed on the system. See
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Jordan Wilkie & Timothy Pratt, Kemp’s Aggressive Gambit to Distract from
Election Security Crisis, Who. What. Why. (Nov. 4, 2018),

https://whowhatwhy.org/2018/11/04/kemps-aggressive-gambit-to-distract-

from-election-security-crisis/ (attached as Exhibit A).

5. It has also been publicly reported that it is believed that
an attacker could potentially automate this process to change the registration
of multiple voters at once. See Matt Bernhard, Serious Vulnerabilities in
Georgia’s Online Voter Registration System, Medium (Nov. 4, 2018),
https://medium.com/@mattbernhard/serious-vulnerabilities-in-georgias-
online-voter-registration-system-cc3 19cbbe3d8 (attached as Exhibit B).

6. It has further been reported that several computer
security and election system experts looked at the code underlying the My
Voter Page website and concluded that voter data could be easily accessed
and changed. The My Voter Page system does not have the capability to
track changes made to voter data so it is not possible to determine the extent
to which voter information was changed. See Ex. A.

Georgia Voters Had Difficulties Voting in the General Election

7. It has been reported that Georgia voters, in the lead up to
the general election, have reported being assigned to the wrong precincts,

being issued the wrong ballots, and not showing up in the poll books. See
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Ex. A.

8. It has also been reported that large number of Georgia
voters had to vote by provisional ballot because of problems with the poll
books, addresses not matching, and problems with the voting machines. See
Live Voting Updates: Polls Are Closed — At Least Most of Them, Atlanta J.-

Const. (November 6, 2018), https://www.ajc.com/news/state--regional-govt-

-politics/live-updates-georgians-head-the-polls/

DtY W WHcexngbl4SdVaDAyDL/ (attached as Exhibit C); About a Dozen

US States Encounter Problems with Voting Machines, Reuters (Nov. 7,

2018), https://www.theepochtimes.com/a-dozen-u-s-states-see-problems-

with-voting-machines_2709724.html (attached as Exhibit D); Tyler Estep &

Amanda & C. Coyne, Extended Hours Ordered at 3 Gwinnett Precincts,

Atlanta J.-Const. (Nov. 6, 2018), https://politics.myajc.com/news/local-govt-

-politics/machines-down-hundreds-wait-one-gwinnett-voting-

precinct/nNdh2wuAvjinnomVB50q9M/ (attached as Exhibit E).

The Secretary Has Long Been Aware of the Vulnerabilities

in the Voter Registration System

9. The media has reported that as early as 2015, an
employee of the Secretary of State sent out personally-identifiable

information to twelve media and political organizations, and that in
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response, the Secretary claimed that “all voter information is secure and
safe.” See Ex. A.

10. It has also been reported that in August 2016, a computer
researcher accessed the entire Georgia voter registration database and all
personally-identifiable information on the database. He found that the
system was not password protected and could be rewritten. The State was
notified. See Declaration of Logan Lamb 4 1315, Curling v. Kemp, No.
17 Civ. 2989 (N.D. Ga. Aug. 3, 2018), ECF No. 258-1 (attached as Exhibit
F); see also Ex. A.

11. It has further been reported in that months later, in
February 2017, a security engineer joined this researcher in finding that the
problem persisted and that voter information remained unprotected. See Ex.
A; Ex. F, q15.

12.  In the last week, the Defendant has been specifically
alerted to the vulnerabilities. See Richard Fausset & Alan Blinder, Brian
Kemp’s Office, Without Citing Evidence, Investigates Georgia Democrats

over Alleged ‘Hack,” N.Y. Times (Nov. 4, 2018), https://www.nytimes.com/

2018/11/04/us/politics/georgia-elections-kemp-voters-hack.html (attached as

Exhibit G).

13.  In the past week, the Defendant has issued at least two
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press releases concerning an investigation his office has opened into the
Georgia Democratic Party for potential criminal cyber activity. See Press
Release, Ga. Sec’y of State, After Failed Hacking Attempt, SOS Launches
Investigation into Georgia Democratic Party (Nov. 3, 2018),

http://sos.ga.cov/index.php/general/after failed hacking attempt sos

launches_investigation_into_georgia_democratic_party (attached as Exhibit

H); Press Release, Ga. Sec’y of State, SOS Releases More Details over
Failed Cyberattack, Officially Requests FBI to Investigate (Nov. 4, 2018),

http://sos.ga.gov/index.php/eeneral/after failed hacking attempt

sos_launches_investigation_into_georgia_democratic_party (attached as

Exhibit I).

Expedited Discovery Is Necessary

14.  In order to facilitate a determination of whether the
permanent relief requested in this case is warranted, it is necessary to know
the number of provisional ballots cast, per county, and, to the extent
ascertainable, the reason for each provisional ballot. A copy of a proposed
Request for Documents directed to Defendant asking for this information is

attached as Exhibit J.
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I declare under penalty of perjury that the foregoing is true and
correct to the best of my knowledge and belief. As to any matters stated on

belief, I believe them to be true.

Signed this 7th day of November, 2018, in New York, NY.

Farrah R. Berse




