Case 1:18-cv-05102-AT Document 26 Filed 11/08/18 Page 1 of 6

IN THE UNITED STATES DISTRICT COURT
FOR THE NORTHERN DISTRICT OF GEORGIA

COMMON CAUSE GEORGIA, as an
organization,
Plaintiff,
V. Case No. 18-cv-05102-AT

BRIAN KEMP, in his official capacity as
Secretary of State of Georgia

Defendant.
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DECLARATION OF JOSHUA A. GELTZER

I, JOSHUA A. GELTZER, declare as follows:

1. I make this declaration from my personal knowledge, and, if
called upon to do so, I could and would competently testify to the matters set forth
herein.

2. I submit this declaration in support of Plaintiff’s motion for a

Temporary Restraining Order in the above-captioned matter.
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3. I am an expert on cybersecurity and counterterrorism law,
policy, and operations. [ am currently employed as the founding Executive
Director of the Institute for Constitutional Advocacy and Protection at Georgetown
University Law Center. I also serve as a Visiting Professor of Law at Georgetown
and as an ASU Future of War Fellow at New America.

4.  Previously, I served in a series of positions in the United States
Government focused on national security. From 2015 to 2017, I served as Senior
Director for Counterterrorism at the National Security Council. Before that, I
served as Deputy Legal Advisor to the National Security Council and as Counsel to
the Assistant Attorney General for National Security at the Department of Justice.
In each of these roles, and especially in the latter two, my responsibilities included
legal and policy issues associated with cybersecurity and the protection of sensitive
information on computer networks. A true and correct copy of my curriculum
vitae is attached hereto as Exhibit A.

5. I have not independently examined Georgia’s voter database
but have read media reports regarding that database and regarding concerns about
the cybersecurity of the database.

6.  Inmy opinion and based on what I have read, there are credible

grounds for cybersecurity concerns with respect to Georgia’s voter database.
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Those concerns are grounded, in part, on media reports and U.S. Government
statements that, before the November 2016 election, Russian actors penetrated U.S.
voter databases. See, e.g., Cynthia McFadden, William M. Arkin, & Kevin
Monahan, “Russians Penetrated U.S. Voter Systems, Top U.S. Officials Says,”
NBCNews.com, Feb. 7, 2018,

https://www.nbenews.com/politics/elections/russians-penetrated-u-s-voter-

systems-says-top-u-s-n845721.

7. It is my opinion that, despite these reports, states like Georgia
have not taken sufficient steps to safeguard their voter databases so as to eliminate
or even adequately mitigate cybersecurity concerns about those databases. To the
contrary, those continuing concerns reflect both past penetrations and the more
recent exposure of vulnerabilities associated with voter databases. See, e.g.,
Associated Press, “Security Experts Say Georgia’s Voter Database Vulnerable to
Hackers,” NBCNews.com, Nov. 5, 2018,

https://www.nbcnews.com/politics/elections/security-experts-say-georgia-s-voter-

database-vulnerable-hackers-n931266.

8. In my opinion, this combination of past threats and continuing
vulnerabilities means that the threat of cyber-based manipulation of Georgia’s

voter database is credible.
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9.  Additionally, the publicity associated with the vulnerabilities of
Georgia’s voter database may, itself, have increased the threat to that database of
cyber-based manipulation. Many malicious cyber actors, in my experience, follow
closely public reports of possible vulnerabilities and at least consider attempting to

exploit those vulnerabilities.

10. Inmy opinion, Georgia officials should take very seriously the
possibility that the state’s voter database has been breached via cyber intrusion
and, in turn, avoid if feasible relying exclusively on that database in evaluating the

validity of votes cast.

11. I would do my best to make myself available to the Court and

the parties in the case to elaborate on the opinions stated herein.

I declare under penalty of perjury that the foregoing is true and correct to the best

of my knowledge and belief.

Executed this 8th day of November 2018 in Washington, D.C.
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EXHIBIT

A
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JOSHUA A. GELTZER
2823 Q Street NW  Washington, DC 20007  (917) 992-2600 JGeltzer@gmail.com

SELECTED EXPERIENCE
EXECUTIVE DIRECTOR AND VISITING PROFESSOR OF LAW, INSTITUTE FOR CONSTITUTIONAL ADVOCACY
AND PROTECTION, GEORGETOWN UNIVERSITY LAW CENTER 2017-present

Building new institute to promote constitutional values through impact litigation, public education, and scholarship.

SENIOR DIRECTOR FOR COUNTERTERRORISM, NATIONAL SECURITY COUNCIL 2015-2017
Coordinated development of U.S. counterterrorism policy and advised White House leadership on terrorist threats.

DEPUTY LEGAL ADVISER TO THE NATIONAL SECURITY COUNCIL February-October 2015
Counseled NSC leadership on legal issues regarding counterterrorism, intelligence collection, and cyber matters.

COUNSEL TO THE ASS’T ATTORNEY GENERAL FOR NAT’L SECURITY, DEPARTMENT OF JUSTICE 2013-2015
Advised DOJ leadership on global counterterrorism issues, FISA matters, and national security-related litigation.

LAW CLERK TO JUSTICE STEPHEN BREYER, U.S. SUPREME COURT 2012-2013
Analyzed petitions for certiorari; prepared the Justice for oral argument; and drafted opinions and memorandums.

LAW CLERK TO CHIEF JUDGE ALEX KOZINSKI, NINTH CIRCUIT COURT OF APPEALS 2011-2012
Wrote bench memos to prepare the Judge for oral arguments and assisted him with drafting opinions and orders.

EDUCATION
YALE LAW SCHOOL, New Haven, CT
J.D., May 2011; Olin Fellow, Yale Law School Center for Studies in Law, Economics, & Public Policy
Activities:  Yale Law Journal, Editor-in-Chief; research assistant to Professors Akhil Amar and Amy Chua
Experience: Summer Law Clerk, Office of the Legal Adviser, Department of State
Summer Associate, Covington & Burling LLP
Summer Law Clerk, Counterterrorism Section, Department of Justice

KING’S COLLEGE LONDON, London, UK (Marshall Scholarship)

Ph.D., War Studies, 2008; M.A., International Relations, 2006 (awarded with distinction)
Dissertation: Al-Qaeda as Audience: Signalling in U.S. Counter-terrorist Policy & the al-Qaeda World-view
Activities:  King’s Postgraduate Conference, Chair; European Foreign Policy Conference, Editorial Director

PRINCETON UNIVERSITY, Princeton, NJ
A.B., Woodrow Wilson School of Public and International Affairs, 2005. GPA: 3.97
Honors: Summa cum Laude; Phi Beta Kappa; Senior with the Highest Academic Standing Award

SELECTED PUBLICATIONS

* “Of Suspension, Due Process, and Guantanamo,” Journal of Constitutional Law, Vol. 14, No. 3 (2012).

* “Reconstructing the Republic: The Great Transition of the 1860s,” with Amar & Worth, in Transitions: Legal
Change, Legal Meanings, Austin Sarat, ed. (University of Alabama Press: 2012).

* “Asymmetric Strategies as Strategies of the Strong,” with Breen, Parameters, Vol. 41, No. 1 (2011).

* “Taking Hand-Outs or Going It Alone,” Studies in Conflict & Terrorism, Vol. 34, No. 2 (2011).

* “Decisions Detained: The Courts’ Embrace of Complexity in Guantdnamo-Related Litigation,” Berkeley Journal
of International Law, Vol. 29, No. 1 (2010).

* U.S. Counter-Terrorism Strategy & al-Qaeda: Signalling & the Terrorist World-View (Routledge: 2009).

* “The Non-Kinetic Aspects of Kinetic Efforts,” in Influence Warfare: How Terrorists & Governments Fight to
Shape Perceptions in a War of Ideas, James Forest, ed. (Praeger Security International: 2009).

MEMBERSHIPS
* Term Member, Council on Foreign Relations * Fellow, American Bar Foundation
» Advisory Committee Member, American Bar Association Standing Committee on Law and National Security

SKILLS AND INTERESTS
Play rock guitar and classical violin. Enjoy baseball, hockey, literature, new restaurants, and travel.




